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1. CHIMCOK COKPAILLIEHU U OBO3HAUEHUN

- aHTUBUPYCHBIE CPEICTBA

- aBTOMaTU3UPOBAaHHOE pabouee MecTo

- aBTOMaTU3UPOBAHHAs CUCTEMA

- aBTOMaTU3UPOBAHHAs CUCTEMA B 3alLUIIIECHHOM UCIIOJHEHUU
- nHpOpMaIoHHAast 0€30MMaCHOCTh

- nH(GOpPMAIIMOHHAS BEIYUCIIUTENIbHAS CETh

- UH(OpMaIOHHAs CUCTEMa

- nH(GOPMAIIMOHHAS CHCTEMA MTEPCOHATBHBIX JaHHBIX

- MEXCETEBOU 2KpaH

- HEJIEKJIapUPOBAHHbBIE BO3MOYKHOCTH

- HECAaHKIIMOHUPOBAHHBIN JJOCTYII

- OIepallMOHHas cucTeMa

- OCHOBHBIE TEXHUYECKHUE CPE/ICTBA U CUCTEMBbI

- OIIEPAaTUBHOE 3alIOMUHAIOLIEE YCTPOHCTBO

- IepCOHaJIbHbIC JAHHbBIE

- IPOrPaMMHO-MaTEMAaTUYECKOE BO3ICHCTBUE

- IporpaMMHOE oOecrieueHune

- MOOOYHBIE JIEKTPOMATHUTHBIC U3TYyYCHHS U HABOJKHU

- CHCTEMa aHaJIn3a 3alUIIEHHOCTH

- Cpe/ICTBA 3alUThl HH(OpMaLIUU

- cucrema (1ocucTeMa) 3allUThl IEPCOHATIBHBIX TAHHBIX

- CpecTBa KpUMNITOrpapuuecKoi 3aiuThl HHPOpMAIUU

- cucTemMa OOHapyKEeHHUs BTOP>KEHU I

- TEXHUYECKOE CPEACTBO

- YTpo3bl 0€30MaCHOCTH MEPCOHATIBHBIX TaHHBIX

- ®epepanbHas cnyx0a 6ezonacHocTu Poccuiickoit denepanyu
- ®epnepanbHas cayxk0a 110 TEXHUYECKOMY M SKCIIOPTHOMY KOHTPOJIIO
Poccuiickont denepaunn

- lleatp O6paboTku JlaHHbIX



2. TEPMUMHBI 1 OITPEAEJIEHUA

ABTOMATH3MPOBAHHAsI CHCTeMAa — CHUCTEMa, COCTOsIlas M3 IMepcoHala U KOMIUIeKca
CPEICTB aBTOMATH3AlMU €ro JeSATeNbHOCTH, peanm3yromas WH(HOPMAIUOHHYIO TEXHOJIOTHIO
BBITMIOJTHEHUS YCTAHOBJICHHBIX (DYHKIIHIA.

AyTeHTH(l)I/IKaIII/IH oTnpaBuTe/Isi AAHHBIX — IIOATBCPKIACHHUEC TOI'0, 4YTO OTHPABUTCIIb
IMMOJIYYCHHBIX TAHHBIX COOTBETCTBYCT 3asBJICHHOMY.

be3onacHOCTL NEPCOHAJIBHBIX JAHHBIX — COCTOSHHE 3allMUICHHOCTH II€PCOHAIBHBIX
JAHHBIX,  XapakTepu3yeMoe  CIIOCOOHOCTBIO  IOJb30BaTEleH, TEXHUYECKMX  CPEICTB MU
UH(POPMAITMOHHBIX TEXHOJIOTHUI 00eCTeYnTh KOH(PHICHINAIBHOCTh, IIEIOCTHOCTh U JOCTYHMHOCTD
HEPCOHATIBHBIX IAHHBIX MPH UX 00paboTKe B MH(OPMALIMOHHBIX CHCTEMaX MEePCOHANbHBIX JIaHHBIX.

BiaokupoBaHue NEpPCOHAJNBHBLIX JaHHBIX — BpPEMEHHOE IMpeKpaiieHue  coopa,
cUCTeMaTH3allui, HAKOIUICHUs, UCIIOIb30BaHUs, PACIPOCTPAHEHHUS, IEPCOHATBHBIX JaHHBIX, B TOM
YHUCIJIEe UX TepeIayn.

Bupyc (KoMnboOTepHbI, NPOrpPaMMHBbINH) — HCHOJHSAEMbIA NPOrpPaMMHBIA KOJ WJIHU
UHTEPIPETUPYEMBIE HAa0Op HMHCTPYKIMM, o00Jafaromuil CBOMCTBAMM HECAHKLIMOHHUPOBAHHOIO
pacmpocTpaHeHuss U camoBocnpou3BeneHus. Co3laHHble TyONIMKaThl KOMIIBIOTEPHOTO BHpyca HE
BCEr/la COBIAJAIOT C OPUTMHAJIOM, HO COXPAaHSIOT CIIOCOOHOCTH K JJAIbHEHIIIEMY PACIIPOCTPAHEHUIO
Y CaMOBOCIIPOU3BEICHUIO.

Bpenonocnas mnporpamMmma — 1porpamma, IpeJHa3Ha4Y€HHas Ui  OCYILECTBIICHUS
HECaHKIIMOHUPOBAHHOTO JOCTYyNa U (WJIM) BO3JEUCTBUS Ha MEPCOHAIbHBIE JAHHBIE WM PECYPChHI
UH(POPMALIMOHHON CUCTEMBbI IEPCOHAIBHBIX JTaHHBIX.

BcnomorareabHble TeXHHYECKHE cpeacrea U CHCTEMbI — TCXHHUYCCKHUE CpCACTBA U
CHUCTEMbI, HC IPCAHA3HAYUCHHBIC IJIA IICpCaayqu, O6pa6OTKI/I U XpaHCHUS TICPCOHAJIBHBIX IAaHHBIX,
YCTaHABJIMBACMBIC COBMCCTHO C TCXHUYCCKUMU CPECACTBAMU U CUCTEMAaMU, IMPECAHA3HAUYCHHBIMU IJIs
O6pa6OTKI/I MEPCOHAJIbHBIX NAHHBIX WA B MOMCHICHUAX, B KOTOPBIX YCTAHOBJICHBI I/IHCI)OpMaI_lI/IOHHBIe
CUCTEMBI IICPCOHATIbHBIX TaHHBIX.

Jloctyn B ONepamMOHHYI0 cpely KoMIblTepa (MHGOPMAIMOHHOH CHCTEMbI
MEePCOHANBHBIX JAAHHBIX) — IOJTYYCHHE BO3MOYKHOCTH 3aITyCKa HA BBIIOJHEHUE IITaTHBIX KOMAHI,
(GyHKIMA, TpoLeayp ONEpaliOHHOM CHUCTEMbI (YHMYTOXKEHMS, KOIUPOBAHMS, MEpeMeleHHs W T.IL.),
UCIIOTHSAEMBIX (haiiioB IPUKIIATHBIX IPOrPAMM.

I[OCTyl'l K I/IH(l)OpMaHI/II/I — BO3MO’KHOCTbD ITOJTY4YCHUA I/IH(i)OpMaI_[I/II/I " €€ UCIIOJIb30BaHMs.

3ak/1a04HOe YCTPOMCTBO — JIEMEHT CpelCTBa CheMa MH(OPMAIMK, CKPBHITHO BHEIPSEMbIH
(3aKy1a/IbIBAEMbIN MM BHOCUMBII) B MECTa BO3MOXKHOTO CheMa MH(opMaliu (B TOM YKCIIE B OTpakIICHHE,
KOHCTPYKIIMIO, 00OPY/IOBaHKE, TIPEIMEThl HHTEphepa, TPAHCIIOPTHBIE CPE/ICTBA, A TAKKE B TCXHHYECKUE
CPEZICTBA U CUCTEMBI 00pabOTKH HH(pOpMAIIHUN).

3amumaemasi uHdopmMauus — wHOOPMALMS, SBISIOMIAICS TPEAMETOM COOCTBEHHOCTH U
NOJUIeKAIIAsl 3alllMTe B COOTBETCTBHU C TPeOOBAHMSAMHU TPABOBBIX JOKYMEHTOB WM TPEeOOBAHUSIMY,
yCTaHABJIMBAaEMbIMU COOCTBEHHHKOM MH(OpMAIIH.

HNnenTnduxanus — npucBoeHre cyObeKTaM M OOBEKTaM JIOCTYyNa HeHTU(uKaTopa U (W)
CpaBHEHHE NPEABSBIIIEMOTr0 HICHTH(HKATOpA C IIePeIHEM MMPHUCBOSHHBIX UICHTU(PUKATOPOB.

NudopMaTHBHBIH CHIHAJ — DJIEKTPUYECKHE CUTHAJIbBI, aKyCTUYECKHE, SJIEKTPOMAarHUTHBIC U
npyrue  (GU3MYecKue TOJsl, MO0 TapameTpam KOTOPhIX MOXKET OBITh pacKpbiTa KOH(HIACHIHATHHASL
uHpopMas (TepCoOHANIbHBIE JIaHHbIE) oOpalaTbiBacMasi B MH(OPMAIMOHHOM CHCTEME INEpPCOHATBHBIX
JIAHHBIX.
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HNudopmanuonnas cucrema mnepcoHadbHbIX AaHHbIX (MCIIH) — uHOpManmoHHas
cucTeMa, MpeACTaBIAonas co0ol COBOKYIMHOCTh IEPCOHANBHBIX JAHHBIX, CoJepxKamuxcsa B 0aze
JaHHBIX, a TaKXCE I/IH(bOpMaI_[I/IOHHbIX TEXHOJOTHH M TEXHUYECKUX CpeaAcCTB, ITO3BOJIAIOIINX
OCYILLIECTBIIATh O0pabOTKY TaKWX IEPCOHAIBHBIX JIAaHHBIX C HCIOJb30BAHUEM  CPEJICTB
aBTOMaTu3alivy UJIN 0e3 UCIO0JIb30BaHus TaKHUX CpCACTB.

HNudopmanuoHHble TEXHOJIOTHH — TPOIIECCHI, METO/IBI TIOMCKA, cOOpa, XpaHeHusl, 00paboTKy,
NPEIOCTABIICHHS, PaCMPOCTpaHEHUsT MH(POPMALIA U CIIOCOOBI OCYIIECTBICHUS TAaKUX MPOIECCOB U
METO/JIOB.

Hcnoab3oBanue MEPCOHAJIBHBIX MAaHHBIX — Hef/'ICTBI/ISI (onepauun) C NCpCOHAIIbHBIMU
JaHHBIMH, COBCPHIAEMBIC OIICPATOPOM B HCIAX IIPUHATUA peHIeHI/Iﬁ WM COBCPIICHHSA HWHBIX
I[CﬁCTBPIfI, NMOpOKAAIOIMNX HPUIAXYCCKUE TTOCICACTBUA B OTHOLICHUU Cy6'beKTa NEPpCOHAIIBHBIX
JaHHbIX WKW AOPYIUX JIWI 100 HMHBIM 06pa30M 3aTparuBarOmux IipaBa H CBO6OI[BI CY6’BCKT3
MNEPCOHAJIbHBIX NAHHBIX WA APYIrUX JIWII.

Hcrounuk yrpo3nl 6e3onacHocTH HH(OPMALUH — CYOBEKT JIOCTYIA, MaTepUAIbHBINA 00BEKT
WM (PU3MIECKOE SIBJICHHE, SIBIISFOIIMECS TIPUYUHON BOSHUKHOBEHHSI YTPO3bI 0€301MacHOCTH HH()OPMAITHH.

KonTposmmpyemasi 30Ha — MPOCTPAHCTBO (TEPPUTOPHS, 3/1aHKE, YacTh 3[aHUS, TTOMEIICHHUE), B
KOTOPOM HCKJIFOUEHO HEKOHTPOJIMpPYEMOE IpeObIBAHME IOCTOPOHHHUX JIMIL, a TaKKe TPaHCIOPTHBIX,
TEXHUUYECKUX M MHBIX MAaTEPUATTbHBIX CPEJICTB.

KoH(puaeHIHATBHOCTS NEPCOHAJbHBIX JAaHHBIX — OOsBaTeNbHOE UL COONIONCHHS
OIepaToOpPOM WJIM MHBIM TOJYYHBIINM JOCTYII K IIEPCOHATBHBIM JIAHHBIM JIMIIOM TPeOOBaHHE HE JIOITYCKaTh
UX pacrpocTpaHeHHe 0e3 corsacusi CyObeKTa IEepCOHAIBHBIX J@HHBIX I HAIMYMS WHOTO 3aKOHHOTO
OCHOBAHHSL.

Me:xceTeBoOi IKpaH — JOKAIbHOE (OJHOKOMIIOHEHTHOE) WK (DYHKIIMOHATLHO-PACTIPEACIICHHOES
HpOrpaMMHOE (IPOrPaMMHO-AMIIAPATHOE) CPEZICTBO (KOMILIEKC), pealT3yHolee KOHTPOJb 3a MH(pOpMAaLIEH,
rocTyrnaronied B MH(MOPMALMOHHYIO CHUCTEMY TIEPCOHATBHBIX JIAHHBIX W (WIM) BBIXOIAIICH U3
MH(OPMALMOHHOM CUCTEMBI.

Hapymmreab 06e30nacHOCTH NEPCOHAJBLHBIX AAHHBIX — (PU3MYECKOE JIMIIO, CIydaiHO WM
IPEeJHAMEPEHHO COBEPLIAIOLIEE IEHCTBHUSA, CIEJCTBUEM KOTOPBIX SIBJIETCS HapylleHue Oe30MacHOCTH
MEPCOHATBHBIX JIAHHBIX MPH MX 00pabOTKE TEXHWYECKUMHU CpPEeCTBAMHM B MH(OPMAIMOHHBIX CHUCTEMax
NIEPCOHAIBHBIX ITaHHBIX.

HeaBromaTusnpoBanHasi  o0pa0doTka  MNepPCOHAJBHBIX  JaHHBIX —  00OpaloTKa
NEPCOHANBHBIX JAHHBIX, COAEP)KAIMXCS B MH(POPMALMOHHOM CHCTEME IMEPCOHAJIBHBIX JAHHBIX
100 M3BJIEYEHHBIX U3 TAKOM CHCTEMBI, CYUUTAETCS OCYLIECTBICHHON 0€3 MCIOJIb30BaHUS CPENICTB
aBTOMaTH3alMM (HEaBTOMAaTU3UPOBAHHOMN), €CIIM TaKUe JeMCTBUS C NEPCOHAIBHBIMH JIaHHBIMU, KaK
UCIIOJIb30BAaHNE, YTOYHEHHE, paclpoCTpaHEHHE, YHUYTOKCHHE TEepCOHANBHBIX JaHHBIX B
OTHOIIEHUM KAXKJOIO0 U3 CYOBEKTOB MEPCOHAIBHBIX JAHHBIX, OCYUIECTBISIOTCS  MpU
HENOCPEJICTBEHHOM YYacTHH YeJIOBEKa.

HenekaapupoBaHHble  BO3MOXKHOCTM —  (D)YHKIMOHAIbHBIE  BO3MOXKHOCTH  CpEICTB
BBIYMCIIUTEIIFHOM TEXHNKH, HE OMMCAHHBIC WM HE COOTBETCTBYIOIME ONMMCAHHBIM B JJOKYMEHTAIUH, TIPH
UCTIOJIb30BaHUM KOTOPBIX BO3MOXKHO HapyIlleHHe KOH(HIECHIIMAIBHOCTH, JOCTYITHOCTH MM LEJIOCTHOCTH
o0pabatbiBaeMOi HHpOpMaIUK.

HecaHKuMOHMPOBaHHBINA 10CTYN (HECAHKIMOHMPOBAHHBIC JAeHCTBHA)— JOCTyl K
uHpOpMaI WM JEHUCTBUSI ¢ HWHGOpMAIWMEH, HapyIIaloNye MpaBWia pasrpaHuveHHs JO0CTyma ¢
UCIOJIb30BaHUEM  INTATHBIX ~ CPEACTB,  NPEAOCTABISIEMBIX  MH()OPMAIMOHHBIMH  CHCTEMaMuU
NEPCOHATIBHBIX TaHHBIX.

Hocurens wuHpopMammm — Quznueckoe U0 WIM MaTepHaTbHBIA OOBEKT, B TOM WYHCIIE
¢rzuyecKoe 1nojse, B KOTOPOM HH(POpMAIMs HaXOIUT CBOE OTPaXKEHHE B BUJIE CHMBOJIOB, 00pa30B, CUTHAJIOB,
TEXHUUYECKHUX PEICHUI U TIPOLIECCOB, KOMMYECTBEHHBIX XapaKTEPUCTUK (U3UMUCCKUX BETUUHH.



OOe3iMuYMBaHNe TEPCOHAJBHBIX JAHHBIX — JICHCTBUS, B pe3yjbTaTe KOTOPBIX
HEBO3MOXKHO OIPEACNUTh MPHUHAJICKHOCTh IEPCOHATIBHBIX JaHHBIX KOHKPETHOMY CYOBEKTY
NEPCOHAIbHBIX JaHHbIX.

OO0padoTKa NMEePCOHAJBHBIX JAHHBIX — JICHCTBUS (ONepalyu) ¢ MEPCOHATBHBIMU JTAHHBIMHU,
BKJIFOYast COOp, CHCTEMaTH3allMi0, HAKOIUICHWE, XpaHEeHWe, YTOUHEHHWE (OOHOBIICHHE, HM3MEHEHHE),
UCIIONB30BAaHUE, paClpOCTpaHeHHe (B TOM 4YMCle Tiepefady), OOe3IMYMBaHUe, OJOKHUpPOBaHHE,
YHUYTOKEHHE EPCOHATBHBIX JIAHHBIX.

OO0menocTynHbIe  NMEePCOHAJTbHBIE JaHHbIEe — TIEPCOHAIBHBIC  JIAHHBIC,  JIOCTYI
HEOTPAHMUYEHHOTO KpyTa JIMI[ K KOTOPBIM MPEIOCTaBIEH C COIIacus CyObEKTa MEepPCOHATBHBIX
JaHHBIX WIM Ha KOTOpble B COOTBETCTBUHM C (eaeparbHBIMU 3aKOHaMH HE PaclpOoCTpaHsSeTCs
TpeboBaHue cOOMIOACHNS KOHPUICHIIMATHHOCTH.

Oneparop (MepCOHAJBHBIX JAHHBIX) — TOCYIAPCTBEHHBI OpraH, MyHUIIMIAIbHBIA OpraH,
IOPUAMYECKOe WM (PU3MYUECKOe JIMIO, OpraHu3yiomiee u (W) OCYIICCTBIIOIIEE 00paboTKy
MEPCOHATIbHBIX JTAHHBIX, a TAKXKE OIMpPEACNIONMe IEeId W COAepKaHHE OOpadOTKH MEPCOHAIbHBIX
JAHHBIX.

Texuunuyeckue cpeacTBa HHPOPMANMOHHOMH CHCTEMBI MEPCOHAIBHBIX TAHHBIX — CPE/ICTBA
BBIYUCITUTEIIFHON TEXHHUKH, WH()OPMAIIOHHO-BBIYUCITUTEITFHBIE KOMIUICKCHI M CETH, CPE/ICTBA U CUCTEMBI
nepeqaur, npuemMa u oOpabotku [IJ[H (cpemctBa W CHCTEMBI 3BYKO3AIlMCH, 3BYKOYCHJICHUIS,
3BYKOBOCITPOM3BEJICHUS, TIEPETOBOPHBIE W TEJICBU3HOHHBIC YCTPOMCTBA, CPEACTBA M3TOTOBJICHUS,
THPKUPOBAHKS TIOKYMEHTOB U JIPYTHAE TEXHUUESCKUE CPENICTBA 00PabOTKU PeyueBoid, rpauueckom, BUIeo- u
OyKBEHHO-TIU(POBOA  MH(OpPMAIIMK), TPOrpaMMHBIC CpENCTBa  (OTMEPAIMOHHBIE CHCTEMBI, CHCTEMBI
yIpaBJieHus1 0a3aMH JTAHHBIX M T.I1.), CPENICTBA 3alUThI HH(OPMAIMH, IPUMEHSIEMbIC B HH(POPMAIIMOHHBIX
CHCTEMaX.

IlepexBaTt (MH(pOpManMKN) — HENPAaBOMEPHOE MOJy4yeHHE MHPOPMALIUHU C UCIIOIb30BaHUEM
TEXHUUYECKOT'O CPECTBA, OCYILECTBISIOUIET0 OOHApYKEHUE, TPUEM U 00pabOTKy MH(OPMAaTUBHBIX
CUTHAJIOB.

IlepconanbHble AaHHBbIE — J100as MHPOpPMAIMs, OTHOCSINAACA K OIPEAEICHHOMY WIN
OIpe/IeTsIEeMOMY Ha OCHOBAaHMM Takod MH(popManuu (puzndeckoMy JHiy (CyObEeKTY MepCOHAIbHBIX
JTAaHHBIX), B TOM 4HUCIIE ero (pamMuius, UMs, OTYECTBO, 'OJI, MECALL, aTa U MECTO POXKJIEHUs, aapec,
ceMeliHoe, collManbHOE, UMYIIECTBEHHOE IMOJI0KeHHe, o0pa3oBaHue, npodeccusi, T0X0bl, Apyras
uH(popManus.

ITo0o4HbBIE 21eKTPOMATHUTHBIC M3JIYYCHHS M HABOJAKH — DJIEKTPOMAarHUTHBIE M3JIy4EHUS
TEXHUYECKUX CPEJICTB O00pabOTKM 3aluinaeMoil HH(OpMaluy, BO3HUKAIOIIME Kak MOOOYHOE
SBJICHUE U BBI3BAaHHBIC JJIEKTPUYECKUMHU CHUTHAJIAMH, ACHCTBYIOUIMMH B MX DJJIEKTPUUECKHUX U
MarHUTHBIX LEMNSAX, a TaKKe AJIEKTPOMArHUTHbIE HABOJAKH STHX CHUTHAJIOB Ha TOKOMPOBOJISIINE
JIMHWH, KOHCTPYKIIVH U LIETIH TUTaHUS.

IMouTHKAa  «YMCTOTO  CTOJA» — KOMIUIEKC  OpPraHU3AIMOHHBIX  MEpPONPHITHH,
KOHTPOJIMPYIOIIUX OTCYTCTBHE 3alUCBhIBaHWS Ha OyMa)KHbIE HOCUTENW KIouell U aTpuOyTOB
nocTyma (maposei) U XpaHeH!s UX BOJH3U 00bEKTOB JIOCTYTIA.

HHoab3oBaTenb UWHPOPMALUMOHHOM CHCTEMbl IMEPCOHAJBHBIX JAHHBIX — JIMLO,
ydacTBylomee B (PYHKIIMOHHPOBAHWU HH(POPMAIMOHHOW CHUCTEMBI TEPCOHATBHBIX JAaHHBIX WIIN
UCTIOJNIB3YIOIIEee PE3YNIbTATHI €€ (YHKITMOHUPOBAHHMS.

IIpaBuia pasrpaHu4eHus J0CTYNA — COBOKYITHOCTb MPABUJI, PETJAMEHTUPYIOIIMX MpaBa
JIOCTYTa CyOBEKTOB JOCTYIA K 00BEKTaM JOCTYIIA.

IIporpaMmHasi 3aK/1aaKa — KOJ ITPOrPaMMBbl, IPETHAMEPEHHO BHECEHHBIM B IIPOrpammy C
IENBI0  OCYLIECTBUTh YTEUKY, HW3MEHHUTb, OJOKHPOBaTh, YHHUYTOXXUTh HH(POPMALHUIO WIN
YHUUYTOXXUTh ¥ MOAUGHUIMPOBATh MpOrpaMMHOE oOecreueHne HHQOPMAIIMOHHON CHCTEMBI
NEPCOHANBHBIX JAHHBIX U (MJIM) OJIOKMPOBAThH allapaTHbIe CPECTBA.
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IIporpaMmmHoe (IpOorpaMMHO-MaTeMaTHUYeCKoe) BO3AeCTBHE — HECAHKIIMOHUPOBAHHOE
BO3JICUCTBUE HA PECypChl aBTOMATU3MPOBAHHOW WH(OPMAIMOHHOW CHCTEMBI, OCYIIECTBIIIEMOE C
HCII0JIb30BAaHUEM BPEIOHOCHBIX MPOTPaAMM.

PackpbiTHEe 1EpPCOHAJBHBIX [JAHHBIX — YMBIIICHHOE WIM CIy4ailHOE HapylleHue
KOH(UICHIIMATLHOCTY TIEPCOHATBHBIX JaHHBIX.

PacnpocTpaHeHne nepcoHANbHBIX JAHHBIX — JICHCTBUS, HANpPABICHHbIE HA IEpeaady
NIEPCOHAIBHBIX JTAHHBIX OIPEAEICHHOMY KpYry Jjul (mepeaada NEpCOHAIbHBIX JAHHBIX) WM Ha
O03HAKOMJICHHE C MEPCOHAIbHBIMU JaHHbIMM HEOTPAHMYEHHOrO0 Kpyra JHL, B TOM YHCIE
00HaApO/IOBaHME TEPCOHATBHBIX JAaHHBIX B CPEICTBAX MAacCcOBOW HMH(OpMaIuu, pa3MelieHue B
MH(OPMaLIMOHHO-TEIEKOMMYHUKAIIMOHHBIX CETAX WJIHM MPEIOCTaBIEHUE OCTyNa K MEPCOHAIBHBIM
JAHHBIM KaKUM-TH0O0 HHBIM CIIOCOOOM.

Pecypc nndpopManmoHHoii cucTeMbl — HMEHOBAHHBIN 3JIEMEHT CUCTEMHOI0, MPUKIaTHOTO
WM alllapaTHoro odecreueHus: yHKITMOHUPOBAHUS HH(DOPMAIIMOHHON CUCTEMBL.

CneunajbHble KATeropuM MEPCOHAJBHBIX [aHHBIX — [EPCOHAJbHBIC JIaHHBIC,
KacCarollMeCsl pacoBOM, HAIMOHAJIBLHOW MPUHAJICKHOCTH, MOJTUTUYECKUX B3MIS0B, PEIIUTHO3HBIX
i GuiocoPckux yoerxIeHH, COCTOSHUS 310POBbS U MHTUMHOM JKU3HH CYOBEKTa MepCOHATbHBIX
JTAHHBIX.

CpeacTBa BBIYMCIUTENBHOW TEXHHMKH — COBOKYIHOCTh IPOIPAMMHBIX M TEXHMYECKHX
AJIEMEHTOB CHCTEM O0pPaOOTKH JJAHHBIX, CIIOCOOHBIX (PYHKIIMIOHMPOBATh CAMOCTOSITENIFHO MIIM B COCTaBE
JPYTHX CUCTEM.

Cy0bekT nocryna (cy0beKT)— JMIO0 WIM MPOLECC, ACHCTBUSI KOTOPOIO PEriaMEeHTUPYIOTCS
NpaBUJIaMH pPa3rpaHUYCHUS JOCTYIIA.

Texnuveckuii KaHaJd yTe4ykd HHQOPMAIUM — COBOKYIHOCTb HOCUTENS HH(pOpMALIUH
(cpenctBa 00pabOTKM), (PU3MUECKOM Cpebl pacrpoCTpaHeHUs MH(POPMATUBHOIO CUTHAIA M CPEJCTB,
KOTOPBIMH JJOOBIBAETCSI 3all1IaeMasi THPopMaIusl.

Tpancrpann4yHas nepeaa4da nNepCcoHAJbHbBIX JAHHBIX — Iepeaya NEPCOHABHBIX JAHHBIX
onepatopoMm 4yepe3 [ocymapctBeHHyro rpanuny Pocculickoit ®enepanuu opraHy BJIacTu
WHOCTPAHHOTO TOCYIapCTBa, (PU3NUECKOMY UITU IOPUINYECKOMY JIMIY HHOCTPAHHOTO TOCYIapCTBa.

Yrpo3bl 0€30MaCHOCTH TEPCOHATBHBIX JAHHBIX — COBOKYITHOCTh YCIIOBHH W (haKTOpOB,
CO3MIAIOIIUX OMACHOCTh HECAHKIIMOHHPOBAHHOTO, B TOM YHWCJIE CIYYaifHOro, JIOCTYNa K IEPCOHATBHBIM
JTaHHBIM, PE3YJIBTaTOM KOTOPOTO MOMKET CTaTh YHHYTOXKEHHE, U3MEHEHHE, OJIOKMpPOBAaHME, KOITMPOBAHHE,
PacIpOCTpaHEeHHUE TMEPCOHATBHBIX JAHHBIX, a TAKKe WHBIX HECAHKIMOHUPOBAHHBIX NEHCTBUN TPU HX
00paboTKe B MH(POPMAIMOHHOM CHCTEME TIEPCOHATIBHBIX JTaHHBIX.

YHUYTOKEHHE NEPCOHANBHBIX JAaHHBIX — JCUCTBUA, B PE3YJILTATE KOTOPBIX HEBO3MOXKHO
BOCCTaHOBUTB COZEP)KAHUE TIEPCOHANIBHBIX JITAHHBIX B MH(OPMAIMOHHON CHUCTEME MEPCOHATBHBIX JTAHHBIX
WU B PE3YJIbTaTe KOTOPBIX YHUUTOKAKOTCS MaT€pUaIbHbIE HOCUTEIU IIEPCOHATIBHBIX JaHHBIX.

Yreuka (3ammmaemMoil) HHGOPMALUM MO0 TEXHUYECKUM KAHAJAM — HEKOHTPOIMPYEMOE
pactipocTpaHeHre MHGOPMAIME OT HOCHTEINS 3alllMIaeMoi HH(pOpPMAIMK 4Yepe3 (PU3HUYEeCKYI0 cpemy 10
TEXHUYECKOTO CPEJICTBA, OCYILLECTBISIIOIIETO IEpeXBaT NHPOPMAIUH.

YsA3BUMOCTB — CITa00CTh B CPEJICTBAX 3AILMUTHI, KOTOPYIO MOXKHO HCIIONB30BATh JUIsl HApyIICHHs
CHCTEMbI WJIU COZIEprKallieiicsl B Hel nH(opMaluH.

IesocTHOCT WHGOPMANMU — CIIOCOOHOCTh CPEACTBA  BBIUUCIUTENBHOM TEXHUKA WIIH
ABTOMATHU3UPOBAHHOMN CHCTEMBI 0OECTIEUMBATh HEM3MEHHOCTh MH(POPMAITH B YCIIOBUSIX CITy9aitHOTO W/WIN
NPEHAMEPEHHOTO NCKAKEHUSI (pa3pyLLEHNs ).



3. HOPMATUBHO-METOANYECKOE OBECIIEYEHUE

HaCTOHH_II/Iﬁ JOKYMEHT COCTaBJICH B COOTBCTCTBHM CO CICAYIOUIIUMU HefICTBYIOHIHMH
HOPMAaTUBHBIMHA IIPABOBBIMU JOKYMCHTAMM 110 3allIUTC ICPCOHAJIBHBIX JaHHBIX:

[1] - ®enepanpubiii 3akoH ot 27 wutoas 2006 roma Ne 149-®3 «O6 wunbopmaluy,
WH(OPMAIIMOHHBIX TEXHOJIOTHIX U O 3aluTe HHpOpMaIumy;

[2] - ®enepanbublii 3akon o1 27 ot 2006 roga Ne 152-D3 «O mepcoHalbHBIX JaHHBIX ),
[3] - ®enepanbhbiii 3akon ot 06 anpens 2011 roga Ne 63-D3 «O06 31eKTPOHHOM MOIITHCHY;

[4] - TpeboBanus K 3amuTe MEPCOHAIBHBIX JAHHBIX MPH X 00pabOTKe B MH()OPMAIMOHHBIX
cHUCTeMax MEPCOHANBHBIX JAHHBIX, YTBEPKIAECHHOE NocTtaHoBieHueM lIpaBurensctBa Poccuiickoi
®enepannn ot 1 HOsOps 2012 roma Ne 1119;

[5] - CocraB u comepkaHHe OPraHU3AIMOHHBIX W TEXHUYECKHX MEP IO OOCCICYCHHUIO
0€30I1aCHOCTH NEPCOHAIbHBIX JAaHHBIX IpU HUX 00paboTke B HHGOPMALMOHHBIX CHCTEMax
NEPCOHANBHBIX JaHHBIX, yTBepKaeHHBIE TprKkazoM OCTOK ot 18 ¢espamns 2013 r. Ne21;

[6] - TpeOoBanus o 3ammre WHPOPMALMM, HE COCTABISIOIICH TOCYIAapCTBEHHYIO TaiiHy,
coJieprKalleiicst B rocyJapCTBEHHbBIX HH(OPMALIMOHHBIX CUCTEMaX, YTBepKaeHb!I Iprkazom OCTIOK
Poccuu ot 11 deBpans 2013 r. Nel7,

[7] - Metonuka onpeieneHust akTyallbHBIX YTPpO3 0€30MacHOCTH EPCOHATIBHBIX JaHHBIX TPH UX
o0paboTke, B MH()OPMAIIMOHHBIX CHCTEMax IEPCOHATBHBIX JaHHBIX (yTBepkaeHa 14 despans
2008r. 3amecturenem agupektopa ®CTOK Poccun);

[8] - BasoBas Momenb yrpo3 0€30MacHOCTH IMEPCOHAIBHBIX JAaHHBIX MPH HX 00pabOTKe, B
UHPOPMALIMOHHBIX CHCTEMaX MEepCOHaJbHBIX MJaHHBIX (yTBepkaeHa 15 ¢eBpans 2008r.
3amectutenem aupekropa ®CTIK Poccun);

[9] — IIpuka3z ®CBH Poccun «O6 yrBepskaeHnu CocTaBa M COACP)KAHUS OPTaHU3AIMOHHBIX H
TEXHUYECKUX MEP MO OO0ECNeYeHUI0 OE30MaCHOCTH MEPCOHATBHBIX JaHHBIX MPH UX 00paboOTKe B
WH(OOPMAILIMOHHBIX ~ CHCTEMax  MEPCOHANBHBIX  JaHHBIX C  HCIOJb30BaHHEM  CPEICTB
Kpunrorpagudeckoil 3amuTbl UHOOpPMAIUU, HEOOXOAMMBIX ISl BBITIOJIHEHHS YCTAHOBJICHHBIX
[TpaButenscTBOM Poccuiickoit @eneparuu TpeOOBaHUN K 3allUTe MEPCOHANBHBIX NAHHBIX IS
KaXKJ0ro U3 ypoBHe# 3amumeHHocT» oT 10 uronst 2014 r. Ne 378.



4. OBIIME NOJIOKEHUA

Llenbto nHacrosimed I[lomutuku sBasieTcss obecreyeHre OE30MAaCHOCTH MEPCOHATBHBIX
JMaHHBIX, oOpabaThiBacMbIX B HWH(POPMAIMOHHBIX CHCTEMax MEPCOHAIBHBIX JaHHbIX MAOY
«Cpennss obmeobpaszoBaTenbHast mkomxa Ne 25» (manee — UCII/IH) oT BCeX BHIOB YIPO3 BHEIIHUX
U BHYTPEHHUX, YMBIIUICHHBIX W HEMpeJHAMEPEHHBIX, MUHUMH3AIUs yliepOa OT BO3MOXKHON
peanu3anuu yrpo3 6ezonacHoctu [1/Ix (YBIIIH).

be3onacHOCTh NEPpCOHAIIBHBIX JaHHBIX JOCTUTaCTCA IIyTeM HNCKIIOYCHUA
HCCaHKIIMOHUPOBAHHOI'0O, B TOM YHCJIC CHy‘IﬂﬁHOFO, A0CTymnma K IHICpCOHAIBHBIM JaHHBIM,
PE3YyJIbTaTOM KOTOPOTO MOXKCET CTaTbhb YHUYTOXCHHUEC, MU3MCHCHMHC, 6JIOKI/IpOBaHI/Ie, KOITMPOBAaHUC,
pacinpoCTpaHCHUC NEPCOHAIBHBIX JAHHBIX, @ TAKKC MHBIX HCCAHKIIMOHUPOBAHHBIX I[efICTBHfI.

WNudopmanus u cB3aHHBIE ¢ HEW pecypchl TOKHBI OBITh TOCTYITHBI 711 aBTOPU30BaHHBIX
nojb3oBarenei. J(oMKHO OCYIIECTBIATHCS CBOEBPEMEHHOE OOHAapy>KEHHE U pearupoBaHUE Ha
VYBII/1H.

I[OJ'DKHO OCYHICCTBIIATHCA NPCAOTBPALICHUC TPCAHAMECPCHHBIX WJIN CJ'Iy‘lEIfIHbIX, YaCTUYHBbIX
HJIN TTOJIHBIX HCCAHKIIMOHHUPOBAHHBIX MOI[I/I(bI/IKaIII/Iﬁ HJIM YHUUYTOKCHHUA JaHHBIX.

CocTaB 00BbEKTOB 3alllUTHI IPCACTABJICH B Hepequ 3alUIIaCMBIX PECYPCOB.

TpeboBanust Hacrosiied IlomuTuku pacmpocTpaHstoTcsi Ha Bcex coTpyaHukoB MAOY
«Cpennsas obOmeoOpa3zoBarenbHas mkona Ne 25)» (WITaTHBIX, BPEMEHHBIX, PAOOTAIOMIMX TIO
KOHTPAKTYy), a TaK)K€ BCEX MPOYMX JIMILL, IPUBIIEKAEMBIX AJISl BBIIOJIHEHUS pabOT U OKa3aHUs YCIyT
10 JIOroBoOpam (TOAPSTYMKH, ayTUTOPBI U T.]1.).
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5. CUCTEMA 3AHIUTHBI IEPCOHAJIBHBIX TAHHBIX

Cuctema 3anuThl nepcoHatbHbIX JaHHBIX (C3I1/IH) cTpouTCs HA OCHOBAHMH:

[Tepeuns nepcoHaIbHBIX JAHHBIX, MOAJICKAITUX 3aIIUTE (IEPEUHS 3alIUIIAEMbIX PECYPCOB);
Axkta knaccupukanuu "HGOPMAITMOHHON CHCTEMBI;

Monenu yrpo3 6€30MacHOCTH MEPCOHATBHBIX JTaHHBIX;

Monenu HapymImuTens;

TexHU4eCcKOro 3a/1aHus;

PykoBoasuux gokymentoB ®CTIOK Poccuu u ®Ch Poccun.

Ha ocHoBaHMM 3THUX JHOKYMEHTOB OINPEIEISICTCS HEOOXOIMMBINH YPOBEHb 3alIUIEHHOCTH
[TIa UCIIJH. Ha ocHoBaHMM aHau3a akTyalbHbIX yrpo3 Oe3zomacHoctd I1/[H, ommcanHOro B
Mopuenu yrpo3, enaercs 3aKII0UYeHHue 0 HEOOXOAMMOCTH HMCIIOJIb30BAHMS TEXHHUECKUX CPEJICTB U
OpraHU3AIlMOHHBIX  MEpONpHUATHH i obecrmeueHus OezomacHoctd  IIJlH.  BriOpaHHBIC
HEO0OXOAMMBbIE MEPOIIPUATHS oTpaxkatoTcs B [imane meponpusituii mo oodecrieuenuto 3amuthl [1J[H.

Hns UCII[AH nomxeH OBITH COCTaBIEH CIHMCOK HCIOJIBb3YyeMbIX TEXHUYECKHX CPENICTB
3aIIUTBI, & TaK >X€ MPOrpaMMHOTO OOecCIedeHHus, ydacTByromero B obpaborke I/, Ha Bcex
snementax UCII/IH:

APM noib30Barenei;
CepBepa npUII0KEHHH;
CYB/;

I'panuna JIBC;

KananoB nepepaun B ceTu 0oOLIEro MOJIb30BaHUS M (WJIM) MEXKIYHApOJHOTO OOMEHa, eciiu
1o HuM nepenarores [1J1H.

B 3aBucumoctu ot yposHs 3ammiieHHoctd UCIIJIH n akryansHbix yrpo3, C3I1/IH moxer
BKJIIOYATh CJICAYIOINE TEXHUYECKUE CPEACTBA:

AHTHUBUPYCHBIC CPCACTBA IJIA pa60q1/1x CTAHIIMN MOJIb30BaTENICH U CCPBEPOB;
CpeacTBa MEKCETCBOT'O SKpAHUPOBAHUA,;

cpeactBa Kpunrorpaduyeckoil 3amuTsel HMHGOpMAIMM, TNpU Iepejrade 3alluIaeMon
uH(pOpMalMU IO KaHaJlaM CBSI3U;

CpencTBa 3amuThl MH(GOPMAIMH OT HECAHKIMOHUPOBAHHOTO JIOCTYIa PabdOYMX CTAaHIHHA
TI0JIb30BaTENICH U CEPBEPOB;

CpeICTBa aHANN3a 3aIUIICHHOCTH,
cpencTBa OOHAPYKEHUSI BTOPKEHUH.

CHnucoK MCHOJIb3yEeMbIX CPEICTB AOKEH MOJIEPKUBATHCA B aKTyaJbHOM cocTosiHUU. [Ipu
W3MEHEHUHU COCTaBa TEXHUYECKHX CpelCcTB 3amuThbl uian 3iaeMeHtoB MCII/IH, cooTBeTcTBYIOIME
W3MEHEHUs JOJKHBI OBITh BHECEHBI B CHHCOK M YTBEPXKIEHBI PYKOBOAUTEIEM WM JTUIIOM,
OTBETCTBEHHBIM 3a oOecrieuenne 3ammuThl [1/1H.
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6. TPEBOBAHUSA K IOACUCTEMAM C3IIJIH

C3I1/Ix BIrOYaeT B ceOsl CICAYIOITUE TIOICUCTEMBI:
YIPABJICHUS IOCTYIIOM, PETUCTPALIUU U YUETA;
obecrieueHurs eTOCTHOCTH U TIOCTYITHOCTH;
AHTUBUPYCHOM 3aILUTHI;

MEKCETEBOI0 SKPaHUPOBAHMUS;

aHaJIM3a 3allUIICHHOCTH,

0OHapyXKeHHS BTOP)KCHHUI;

KpUnTorpaguaeckoi 3aIiuThl.

TpeboBanust k moxacucremam C3IIJIH ompenensitoTcs Ha OCHOBAHUM YCTaHOBJIEHHOTO
YPOBHSI 3allIMIEHHOCTH TepcoHanbHbIX AaHHBIX B MCIIJIH, a Takke B 3aBUCUMOCTH OT Kjacca
3aIUAIIEHHOCTH HHOPMAIIMOHHON CHCTEMBI.

6.1. IloacucremMsbl ynpaBJjieHUs1 JOCTYIIOM, PerHCTPALMH U y4YeTa

[Toncucrema yrnpaBieHuUs JOCTYIIOM, PETUCTPAIlMK U y4eTa peHa3HaueHa [T peaar3aliu
CIEeTYIOIINX (YHKITHI:

UICHTU(UKAIIUHN U TTPOBEPKA MOATMHHOCTU CyObeKkTOB foctyna rnpu Bxoze B UCII/H;

I/I[[GHTI/I(i)I/IKaIII/II/I TCPMHHAJIOB, Y3JIOB CCTH, KaHAJIOB CBA3H, BHCIIHUX YCTpOﬁCTB 10
JJOTMYE€CKUM NMCHAM,

UIACHTU(PHUKAIIMK TPOrpaMM, TOMOB, KaTaloroB, ¢aiioB, 3amuceld, Moied 3amuced o
AMEHAaM;

peructpanuu Bxoja (BbIXOAA) CYOBEKTOB JOCTyma B cHCTeMy (M3 CHCTEMBI), JIMOO
perucTparys 3arpy3kd ¥ HHAITUATN3AINH OTIEPAIIMOHHOIN CHCTEMBI U €€ OCTaHOBA.

perucTpanyy IMOMbITOK JOCTYyNa MPOTrPaMMHBIX CpEACTB (MporpaMm, IMPOLECCOB, 3ajad,
3a/laHuil) K 3aMIaemMbiM ¢aitnam;

pPErucTpalvy MOMNBITOK AOCTyNa MPOTPAMMHBIX CPEACTB K TEpMHUHANIaM, KaHajgaM CBS3H,
mporpammam, ToMam, Katajoram, ¢anaam, 3arucsm, MoJsM 3armucei.

[Toncucrema ympaBiieHUsI JOCTYNIOM MOXET OBbITh pealn30BaHa C IMOMOINBIO IITATHBIX
cpenctB obpabotku [1JlH (omepanuonubix cuctem, npuioxkenuid 1 CYB/]). Tak ke MOXeT OBITH
BHEJPEHO CHEIUAJIBHOE TEXHUYECKOE CpPEACTBO MM HX KOMIUIEKC OCYIIECTBISAIOLINE
JOTIONTHUTEIbHBIE MEpPbl MO0 ayTeHTHU(HUKAUMU M KOHTpodr. Hampumep, nmpuMeHeHHE eIHWHBIX
XpaHWIUI YYeTHBIX 3amuceil Mmojap30BaTeNeil u perucTpaloHHON MH(OpMAIMU, UCIOIb30BaHHUE
OMOMETPUUYECKUX U TEXHUYECKUX (C MOMOIIbIO 3JEKTPOHHBIX MPOIYCKOB) MEp ayTeHTU(UKAIMH U

JpYyTHUX.

6.2. Iloncucrema odecneyeHus! HEJTOCTHOCTH U TOCTYITHOCTH

[Toncucrema obecrieueHus LEIOCTHOCTH M JIOCTYITHOCTH NpeAHa3HaueHa Juis o0ecreueHus
nenocTHocTh M pocrynHoctd [1/IH, mporpammusix u anmapatHbeix cpeactB MCII/IH, a Tak xe
CPEZCTB 3aIIUTHI, IPU CIIy4ailHON MM HAMEPEHHOW MOTU(PHUKALIIH.

[loncucrema peanmsyercss € INOMOLIBIO OPTaHU3ALMKA  PE3EPBHOTO  KONMPOBAHMS
o0pabaTbIBaeMbIX JaHHBIX, a TaK JK€ pe3epBUPOBaHKEM KiIt0ueBbIX 31emMenToB UCII/IH.
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6.3. [loncucreMa aHTUBMPYCHOM 321U THI

[Toncucrema aHTUBHPYCHOM 3allUTHl MpelHA3Ha4YeHa JJIsi OOECHeYeHHs aHTUBUPYCHOM
3aIIUTHI CEPBEPOB M paboumnx craHnuii monp3oBareneit UCIIAH.

CpencTBa aHTUBUPYCHOM 3alLUTHI IPEeIHA3HAUYEHBI AJIs PeaIU3aluu CIeAYONX QyHKIui:
PE3UICHTHBINA aHTUBUPYCHBI MOHUTOPHHT;

aHTMBUPYCHOE CKAHUPOBAHUE;

CKpHIT-OJIOKUPOBAHUE;

LEHTPATU30BaHHYIO/YIAIICHHYIO yCTaHOBKY/JACMHCTAJUIALIMIO AHTUBHPYCHOTO MPOIYKTA,
HACTPOWKY, aIMHHUCTPUPOBAHUE, TPOCMOTP OTYETOB U CTATHCTUYECKOW MH(pOpManuu mo padore

MPOAYKTA;
aBTOMATU3UPOBAHHOE OOHOBIIEHWE aHTUBUPYCHBIX 0a3;

OTpaHMYEHUE TIPaB TMOJb30BATENl HAa OCTAHOBKY HCIIOJNHSAEMBIX 3aJad M W3MEHEHUs
HACTPOEK aHTUBUPYCHOT'O MPOTPAMMHOI0 00ECTICUCHUS;

aBTOMaTHYCCKHI 3aITyCK Cpa3y IOCJIC 3arpy3KHu OHepaHHOHHOﬁ CHCTCMBI.

IToncucrema peanusyercs MmyTeM BHEIPEHHS CIEIUAIbHOIO aHTUBUPYCHOTO MPOrPAMMHOIO
obecrieuenus Ha Bce 3neMeHnTh UCIT/IH.

6.4. IToacucreMa MeKCeTEBOIO IKpPaHHPOBaHUSA

[Toncucrema MEXCETEBOIO SKpaHUMPOBAHMA IIPEJHA3HAYEHA U PEAIU3aluM CIIEIyIOHUX
(GyHKLHMI:

(buIbTpalMu  OTKPBITOrO W 3ammdpoBaHHOro (3akpeiToro) IP-tpadmka mo 3amaHHBIM
napaMmerpam;

¢buKcayu BO BHYTPEHHUX XKypHaJlax MUH(OPMAIMU O MPOXOJAIIEM OTKPBHITOM M 3aKPBITOM
IP-Tpaduke;

UACHTUDUKAIMY U ayTEHTU(UKAIMIO aJMHHUCTpAaTOpa HWH(OPMAIMOHHON 0€30MacHOCTH
IIPU €ro JOKAJIbHBIX 3allpocax Ha JOCTYII,

perucrtpanyy BXojAa (BbIX0Ja) aJMUHHUCTpaTopa HH(OpMaMOHHONW O€30MacHOCTH B
CUCTEMY (M3 CHUCTEMBI) JTU00 3arpy3KU U MHUIMAIN3ALNN CUCTEMBI U €€ TPOrPaMMHOT0 OCTaHOBA;

KOHTPOJIA HCJIOCTHOCTU CBOCH HpOFpaMMHOﬁ n I/IH(1)OpMaI_II/IOHHOI\/’I 4acCTH,

(GuUIbTpAalMU TAKETOB CIY)KEOHBIX TPOTOKOJIOB, COTPYAHUKOB JUISI JUArHOCTHKU U
yIpaByieHUs! pabOTOMN CETEBBIX YCTPOUCTB;

GuiIbTpaMu C y4€TOM BXOJHOTO U BBIXOJAHOIO CETEBOr0 HHTepdeiica, Kak CpeacTBO
IIPOBEPKU MOJJIMHHOCTH CETEBBIX aJPECOB;

PErucCTpaiu U y4uc€Ta 3alpamnBacMbIX CEPBUCOB IIPUKIAJHOTO YPOBHA,

6J'IOKI/IpOBaHI/I$I AO0CTYyIIa HCI/IIleHTI/I(I)I/II_II/IpOBaHHOFO 00bEeKTa WU CyG’BCKTa, MNOAJIUHHOCTD
KOTOpPOro mnpu aYTeHTI/I(bI/IKaHI/II/I HE MIOATBEPpAUIIACH, MCTOdAMU, yCTOfI‘—IPIBBIMPI K I€PEXBATYy,

KOHTPOJIA 3a CETEBOI aKTUBHOCTBIO l'IpI/IJ'IO)KeHI/II\/'I u O6Hap}/)KCHI/I$I CCTCBBIX aTak.
6.5. IToacucrema aHajau3a 3alUIEHHOCTH

[Toncucrema aHanm3a 3alUIIEHHOCTH, JOJDKHA 00ECNedMBaTh BBISIBICHUS YS3BUMOCTEH,
cBs3aHHbIX ¢ ommbkamu B koHpurypammm 1O MCII/IH, koTOpble MOTYT OBITH HCIOJb30BaHBI
HApYIUTCICM AJId pC€ain3allui aTaKu Ha CUCTCMY.
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@OyHKIIMOHAT MOACUCTEMBI MOXET OBITh PEaM30BaH COOTBETCTBYIOIIMMH MPOrPAMMHBIMH
Y IIPOrpaMMHO-aNapaTHBIMUA CPEICTBAMHU.

6.6. IToncucrema oOHAPY:KeHUs BTOP KEHUI

[ToxcucTemMa OOHApY)KEHHUsST BTOPIKCHHM, JIOJDKHA OOECIICYMBATH BBIABICHUE CETEBBIX aTak
Ha snemenThl UCIIJIH moaKIoYeHHbIe K CETSM OOIIEro Mmojab30BaHUS M (HIIHM) MEXTYHApOIHOTO
oOmeHa.

OYHKIMOHAT TOACUCTEMBI MOXXET OBITh pPEANTN30BaH MNPOTPAMMHBIMH M TPOrPaMMHO-
anmnapaTHbIMU CPEACTBAMH.

6.7. lloncucrema kpunrorpapuyeckoii 3aUThHI

[Toacucrema kpunrtorpaduueckod 3alIMThl TpenHasHadeHa s uckimouenus HCI x
samuiiaemort wHpopMmaruu B MCII[AH, mpu ee mepemayn Mo KaHaIaM CBS3M ceTed 0O0IIero
MOJIb30BaHUA U (WiM) MexayHapoaHoro obmena. I[loacucrema peanmusyeTcss MyTeM BHEIPEHUS
IPOrPaMMHO-AIIAPATHBIX KOMITIEKCOB KPUMITOTpadUIeCKOM 3aUThl HH()OPMAIIUH.
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7. HOJBb30OBATEJIN UCIIJITH

B TIlonutuke wuHPOPMAIMOHHON 0€30MacHOCTH OMNpEJesieHbl OCHOBHBIE KaTEropuu
nosbp3oBarenel. Ha ocHOBaHMM 3THX KaTeropuu JAOJDKHA OBITh IPOMU3BEACHA TUIM3ALUA
nonbs3oBatenedt UCII/IH, onpeaeneH ux ypoBeHb JOCTYIAa U BO3MOKHOCTH.

B UCII[IH MOXHO BBIAENUTH CIEAYIOUIME KaTErOpUM IOJb30BaTeNiel, Y4acTBYIOIIHUX B
obpabdotke I1/1H:

Cucremnsiii agmunuctpatop UCI/H;
Anmvunmctparop nHpopmanuonHoi 6ezonacHoctu MCIIH;
Onepatop (nosib3oBatesb) APM;
[Tporpammuct-pazpadoruuk UCIT/IH.
7.1. Cucremubiii agmuaucrparop UCIIAn

Cucremupiii agmunuctparop MWCIIJIH coTpyIHUK, OTBETCTBEHHBI 3a HACTPOUKY,
BHEJPEHUE U COIPOBOXKJIECHHWE TEXHUYECKUX U mporpaMMHubix cpencts MCII/IH, a Tak ke
o0cCITy’)KMBaHUE U HACTPOMKY aIMUHUCTPATUBHOM, cepBepHON U KineHTcKoi komnoneHT UCTI/IH.

Cuctemnsiit anmunuctpatop UCIIIH o0nagaer cneayrommm ypoBHEM JOCTYIA U 3HAHUM:

- 00J1a1aeT MOJTHOM HHpOPMAIMEH O CHCTEMHOM H MPUKJIAJHOM MPOTPaMMHOM
o0ecIecycHNH;

- o0amaet moaHON MH(pOpPMAIel 0 TEXHUYECKHX cpencTBax U koHpurypauuu MCI1/IH;

- UMEET JOCTYH KO BCEM TEXHHYECKUM CpeACTBaM 00pabOoTKH HHPOPMAIMU U JaHHBIM
NCIIH;

- obnagaer mpaBaMu KOH(QHUTYpPUPOBAHUS U AAMUHHCTPATUBHOW HACTPONKU TEXHUYECKUX
cpencts UCII/IH.

7.2. AnMuHMCTPATOP HHPOPMALIMOHHOI 0€30NACHOCTH

AnvunHHCTpaTop HWHGOPMAIIMOHHONW 0€30MacCHOCTH  COTPYAHHK, OTBETCTBEHHBIA 3a
HACTPOIKy, BHEIPEHHE, COMPOBOXKIACHHE U (DYHKIMOHMPOBAHUE TEXHUYECKMX W MPOTPaMMHBIX
CPE/ICTB CHCTEM 3alUThI IEPCOHAIBHBIX JTAHHBIX.

Kpome Ttoro, obecneuuBaer (yHKIMOHHUPOBAHHWE TOACUCTEMBI YIPABICHHUS JOCTYIOM
NCTI/IH 1 ynoJHOMOYEH OCYLIECTBIISITh MPEAOCTaBICHUE U pa3TpaHUuYEHUE JO0CTYNa KOHEYHOIO
nomas3oBarens (Oneparopa APM) k pecypcam UCTI/IH.

AnMmuHHCTpaTOp HMHGOPMALMOHHOM 0e30macHOCTH OO0JIafiaeT  CIEIYIOIUM  YPOBHEM
J0CTyNa U 3HAHUM:

obnamaet nmosHou uHpopmarueit 06 UCIIH;

UMEeT JOCTYNl K CpeACTBaM 3alluThl MH(DOpPMAIIMM M TPOTOKOIUPOBAHHUS M K YaCTH
Kiro4eBbIX anemMenToB MCIT/IH;

HE MMEeT TMpaB JOCTyNMa K KOH(UIYPUPOBAHUIO TEXHHYECKUX CPEACTB CEeTH 3a
UCKJTIOYEHHEM KOHTPOJIbHBIX (MHCIEKIMOHHBIX ).

AMHUHHCTpATOp UH(OPMAIIMOHHOM 0€30MacCHOCTH YIOJIHOMOYEH:

pean30BbIBaTh MOJUTUKU Oe30macHOCTH B yacTH HacTpoiiku CK3U, MexceTeBbIX SKpaHOB
U cucTeM OOHapyKeHHs aTak, B COOTBETCTBMM C KOTOPBIMH mojb3oBarens (Onepatop APM)
MOJTy4aeT BO3MOXXKHOCTh padoTtath ¢ anementamu UCITIH;

OCYHICCTBJIATL ayAUT CPCACTB 3allIUThI;
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- YCTaHaBJIHMBATh JIOBEPUTEIbHBIC OTHOILEHHS CBOEH 3aIMIEHHON CETH C CETSIMM JIPYTHX
VYupexnaeHuil.
7.3. Onepatop APM

Onepatop (mosiw3oBarens) APM, coTpymHuk, ocymiecTBiastomuid obpadborky I1/H.
O6pabotka [1/]n BKiIrOUaeT BO3MOXKHOCTD IipocMmoTtpa [1/1H, pyunoii BBox I1/1n B cuctemy UCIT/H,
(dhopMHUpOBaHKE CIIPABOK M OTYETOB 10 HHpopManuu, noaydeHnoi uz MCIIu. Onepatop He umeer
MIOJTHOMOYHH JUIs yIIpaBlIeHHs oicucTeMaMu 00padoTku nanusix u C3I1/1H.

Omneparop UCIT/IH o6namaer caeayommuM YPOBHEM A0CTyIa U 3HAHHMN:

- o0yiagaeT BceMU HEOOXOAUMBIMU aTpuOyTamu (HarpuMep, mapojem), 00ecreynBaloIMMu
JIOCTYI K HEKOTOpOMY noaMHokecTBY [1/1H;

- pacnoojiaract KOH(i)I/IILeHLII/IaJIbHBIMI/I AaHHBIMHU, B pPaMKax OCYHICCTBJICHUA CBOHX
JOJDKHOCTHBIX 0053aHHOCTEH.

7.4. llporpammuct-paszpadoruux UCIIIn

[Tporpammuct-pa3zpaboTyuk (IMOCTaBIIMK) MPHUKIATHOTO TMPOrPAaMMHOTO OOeCreYeHus,
o0ecIeunBaroIIie €ro COMPOBOXKICHHE Ha 3amuiaeMoM oObekte. K nmaHHoW rpymme moryt
OoTHOCUThCS Kak coTpyaHuku MAOY «Cpennsas obuieoOpazoBatenbHas Imkoia Ne 25%», Tak H
COTPYAHUKHA CTOPOHHUX OpTaHU3AIIMM.

[Tonp30BaTENb 3TOM KATErOPUU:

obOmamaer mHpopMmanmelr 00 anropuTMax M mporpammax o0paboTku uH(pOpMAIMKU Ha
NCII1n;

MOXET pacronaratb Jro0bMu (pparmeHTamu uHpopmarmu o Ttonojorun WCIAH n
TEXHUYECKUX cpesicTBax o0paboTku U 3amuThl I1/]H, o6padaTeiBaembix B UCII/IH.
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8. TPEBOBAHMUA K IIEPCOHAJTY 110 OBECIIEYEHUIO 3AIIUTHI I1/TH

Bce corpynaukun MAQOY «Cpennss oGmieoOpaszoBarenbHas mkosia No 25y, SBISIOIIMECS
nosib3zoBateasiMu UCIIJIH, 1OJKHBI 4€TKO 3HATh M CTPOTO BBHIMOJIHATH YCTAHOBJICHHBIC IIPaBUiIa U
00s13aHHOCTH MO JIOCTYIy K 3allUIIaeMbIM OOBEKTaM U COOJIOJEHHUIO MIPHUHATOIO pEXHUMa
6e3onacuoctu [1]1H.

[Ipu BCTyIIEeHMHM B JOJDKHOCTH HOBOT'O COTPYAHHMKA HEMOCPEACTBEHHBIM HayalbHUK
noJpa3ieliecHus, B KOTOPOE€ OH IIOCTYyIMaeT, O0sS3aH OpraHW30BaTh €ro O3HAKOMIICHUE C
JIOJDKHOCTHOM MHCTPYKIIMEH M HEOOXOIUMBIMU JOKYMEHTAMH, PETJIaMEHTHPYIOIIMMH TpeOOBaHUS
no 3ammre [IJIH, a Takke OOy4YeHHE HaBBIKAM BBIMOJHECHUS TPOIEAYp, HEOOXOIUMBIX IS
CaHKIMOHHMpOBaHHOTO Ucnoyib3oBanuss MCII/IH.

[Tonp3oBaTeny, WCHONB3YIOMIME TEXHUYECKUE CPEACTBA AayTEHTU(UKALWHU, TOJDKHBI
o0ecreynBaTh COXPAHHOCTh UAECHTU(PHUKATOPOB (JEKTPOHHBIX KIIOUEH), a TaK K€ BO3MOXKHOCTb UX
yTepu WIM HUCHOJB30BaHUS TpeTbuMH JsuuaMu. lloiap3oBarenu HecyT IEpPCOHAIBbHYIO
OTBETCTBEHHOCTb 32 COXPAaHHOCTh UJCHTU(UKATOPOB.

[Tonp30oBaTeny AOIKHBI CIENOBATH YCTAHOBJICHHBIM IPOLEAYpaM TMOAJIEPKAHUS PEeKUMa
6e3zonacHocTu [1/1H npu BEIOOpE M MCIOIB30BAaHHUHU MAPOJICH (€CIM HE MCIONB3YIOTCS TEXHUYECKUE
CpeAcTBa ayTeHTH(HUKALINN).

[Tonb30BaTenu AOJKHBI 00ECIIEUNBATh Ha UICKAIIYIO 3alIUTy 000PYAOBaHUS, OCTABIIEMOTO
6e3 IpucMoTpa, 0COOEHHO B TEX CIIydasx, KOTAa B MOMEIEHHE UMEIOT JOCTYIl TOCTOPOHHUE JIUIIA.
Bce mosb3oBarenu noJpKHBI 3HAaTh TpeOoBaHUs 1o Oe3omacHoctH [I/[H M mpouenypbl 3aliuThl
000pyI0BaHUs, OCTaBJIEHHOTO 0€3 MPUCMOTPa, a TAKXKE CBOM 00513aHHOCTH 1O 00ECIIEYEHUIO TaKOH
3allUTHL.

ITons3oBaTensaM 3alpeIIacTCd YCTAaHABJIMBATH IMOCTOPOHHEC IMPOrpaMMHOC 06CCHC‘ICHI/IC,
MNOAKJIIOYAaTh JIMYHBIC MOOHIIbHEIE yCTpOfICTBa 1 HOCUTCIIN I/IH(bOpMaHI/II/I, a TakK K€ 3allMChIBaTh Ha
HUX 3aIMUIIACMYTO I/IH(I)OpMaI_[I/IIO.

[Tonp30BaTensiM 3arpeniaeTcsi pasriamarh 3alUiacMyo HTHPOPMAIIMIO, KOTopas cTajla UM
u3BecTHa npu padbote ¢ nuHpopmanronusiMu cucreMamMu MAQOY «Cpennsist o6meoOpa3oBaTenbHas
mikosta Ne 25y, TpeTbUM JIUIIaM.

ITpu pabore ¢ I1[In B UCII[In cotpyanuku MAOY «Cpennsis oOuieobpa3oBarenbHas
mikosia Ne 25» 00s13aHbl 00ecieunTh OTCYTCTBUE BO3ZMOXKHOCTH IipocMoTpa I1J[H TpeTbumu unamu
¢ MOHUTOpOoB APM nin TepMuHaNoB.

[Tpu 3aBepuienuu padotsl ¢ UCIIIH corpynauku MAOY «Cpennsisi o01eoOpa3oBarenbHas
mkoia Ne 25» o6s3anbl 3amUTUTh APM MM TepMHUHAIBI ¢ TOMOIIBIO OJIOKUPOBKU KIIFOYOM WU
SKBUBAJICHTHOTO CPEACTBA KOHTPOJISA, HAPUMEP, JAOCTYIIOM II0 IAPOJII0, €CJIM HE HCHOIb3YIOTCS
6oJiee CHIIbHBIE CPE/ICTBA 3AIIUTHI.

Corpynauku MAOY «Cpennsis obmeoOpa3oBarenbHas mkojga Ne 25)» MOKHBI OBITH
npouH(pOpMUPOBaHbI 00 yrpo3ax HapylieHus pexuma 6e3omacHoctd [1/[H U OTBETCTBEHHOCTH 3a
ero Hapymenne. OHU JOJKHBI OBITh O3HAKOMJICHBI C YTBEPKICHHOW (OpPMaIbHOW MPOIEAYpPOH
HAJIOKEHUSI JAUCIUIUIMHAPHBIX B3BICKAHUN HA COTPYJHUKOB, KOTOpbIE HApYLIWIM MPUHSATHIC
MOJIMTUKY U Mpouenypsl 6ezonacHoctu I1J1H.

Cotpynaukn MAOY «Cpennsist oOmieobpazoBarenbHas 1mkona Ne 25» o0s3anbl 0e3
poMeJIeHus1 coo0IaTh 000 BceX HAOMIOAAEMbIX W MOJ03pUTENbHBIX ciiydasx padotsl UCII/IH,
MOTYIIMX TOBJIEYb 3a co00W yrpo3sl 6e3onmacHocTu I1/{H, a Takke O BBIABICHHBIX UMH COOBITHSIX,
3aTparuBaromux Oe3zomnacHocTs ITJIH, PyKOBOACTBY MHOApa3/eleHUs] U JIMIy, OTBEYAlOIIEMy 3a
HEMEJUIEHHOE pearnpoBaHue Ha yrpo3sl 6e3onacHoctH [1/1H.
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9. IOJIDKHOCTHBIE OBSI3AHHOCTMU IOJIb3OBATEJIEM UCIIIH

JomkHocTHbIe 00s3aHHOCTH mojb3oBarenerd MCIIJIH momkHBI OBITH  ONHCAHBI B
CIEAYIOIIUX JOKYMEHTaX:

Nuctpykiusa cuctemuoro aamunuctparopa UCI/IH;
WucTpykius agmuarcTpaTopa uHpopmarronHoi 6ezonacHoctu UCIH;
Nuctpykiusa noas3oarens UCIIH;

WNHCcTpyKunss ToOJdb30BaTeNs MO  oOecreueHuro 0e30macHOCTH  HMH(pOpMAlMu  [pU
BO3HUKHOBEHUH HEUITATHBIX CUTYAIMH.
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10. OTBETCTBEHHOCTbDb COTPYJHHUKOB YYPEXIEHUA

B cootBercTBHM cO cT. 24 DenepanbHoro 3akoHa Poccuiickoint @enepanuu ot 27 utoia 2006
r. No 152-®3 «O mepcoHaJIbHBIX JaHHBIX» JIMIa, BAHOBHBIC B HapyIIEHUH TPEOOBAaHUI JaHHOTO
®denepallbHOTO 3aKOHA, HECYT T'PaXKIaHCKYIO, YTOJIOBHYIO, aIMUHUCTPATUBHYIO, JUCLIUILIMHAPHYIO
Y MHYIO IIPEYCMOTPEHHYIO 3aKOHOAATENILCTBOM Poccuiickon denepanui OTBETCTBEHHOCTb.

JleiicTByromee  3aKOHOAATENLCTBO P®  MO3BONIET MPEenbsABIATH  TPEOOBaHHS IO
obecrieyennto Oe3omacHoi paboThl ¢ 3amuinaeMond uHpoOpManuMedn U MpeaycMaTpUBaeT
OTBETCTBCHHOCTh 3a HApYIICHWE YCTAHOBJIICHHBIX TMpaBHJ JKciuiyatanmu OBM wu  cucrewm,
HEMpPaBOMEPHBI JOCTYHn K HWHPOpPMAlMU, €CIM 3T JCHCTBUS MNPHUBETH K YHHUTOXKCHHIO,
OJIOKMpPOBaHMIO, MOAUGUKAIIMKH UHPOPMALUKA WIH HapylieHuto padotel DBM wmnmm cetelt (ctatbu
272,273 u 274 YK PO).

Cucremusiii anmunuctparop UCIIIn u agmunucTpaTop MHDOpPMAIMOHHONW 0€30MacHOCTH
HECYT OTBETCTBEHHOCTb 3a BCE JCHCTBHS, COBEPUICHHBIE OT MMEHHM MX YYETHBIX 3aIllMCEN WIH
CUCTEMHBIX YUYETHBIX 3alMCed, €CIM He JI0Ka3aH (aKkT HECAaHKIHOHUPOBAHHOTO HCIOJIb30BAHUS
YYETHBIX 3aIIHCEH.

[Tpu napymenusix nonb3oBaTensmu VCIIJIH npaBun, cBs3aHHBIX ¢ Oe3omacHocThio [1/]H,
OHU HECYT OTBETCTBEHHOCTb, YCTAHOBJIEHHYIO ACHCTBYIOIIMM 3aKOHOAATENbCTBOM Poccuiickoii
®denepauuu.

[IpuBenenHble BbIIE TPeOOBAaHUS HOPMATHUBHBIX JOKYMEHTOB IO 3alIuTe HH(OpMaLUu
JIOJKHBI ObITH OTpakeHbl B [lonoxxenuu o 3ammte [1JJn B UCII{H 1 7OTKHOCTHBIX HHCTPYKIIMSIX.



