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MNOJIOKEHUE Ne2.26
O 3AILIUTE NEPCOHAJIBHBIX JAHHbIX

obpabaTbiBaeMbIX B HHPOPMALMOHHBIX CHCTEMAX
MAOQOY «Cpeansisi o6ueodpazoBateabHas wkojaa Ne 25»

1. OO0uue moJ1oKeHUust

Hacrosimee «ITonoxkeHne o 3aliMTe MEepCOHANBHBIX JIaHHBIX, 0OpabaThiBacMbIX B
nHpopMaMoHHbIX cuctemax MAOY «Cpesnsisi obuieobpasoBaresibHas mkoa Ne 25» (nanee —
[Tonoxenue) pazpabotano B cooTBeTcTBHM ¢ 3akoHoM Poccuiickoit ®enepaunn ot 27 utoss
2006 roma Nel352-d3 «O nepcoHalbHBIX JaHHbIX», [locTanosiennem [lpaBuTenbeTBa
Poccniickoit Desepain ot 01 Hosdpst 2012 roga Ne 1119 «O6 yTBepkaeHun TpeOOBAHUH K
3alMTe  MEPCOHANBHBIX JIAHHBIX MpH  UX  00paboTke B WHOOPMAIMOHHBIX —CHCTEMax
MepecoHaNbHBIX JaHHbxy», Tlpukazom ®CTIK Pocenn ot 18 despans 2013 roxa Ne 21 «O6
yrBepxkaeHnn CocTaBa U COEPIKAaHHs OPraHN3alMOHHBIX U TEXHHUECKHUX Mep 110 00ecreueHnio
6e30MacHOCTH NEPCOHATBHBIX JI@HHBIX MpPH WX 00paboTke B HH()OPMALMOHHBIX CHCTEMax
MepCOHATBbHBIX JaHHBIX», HHBIX HOPMATHBHBIX W MeToMueckux jJokymeHToB @CTIK Pocenn 1
®CB Poccun, Tlpukazom ®CTIK Pocenn or 11 despans 2013 r. Nel7 «O6 yTBepK/IeHHHN
TpeGopanuii 0 3ammrTe WHGOPMALMKM, HE COCTABSAIOMIEH TOCYJIapCTBEHHYIO — TaiiHY.
CoJIepIKalIelicst B TOCY1apCTBEHHBIX HH(POPMALIMOHHBIX CHCTEMAX .

[Tosnoxkenue pazpaboTaHo B wessx obecrievyeHnst 6€30MacCHOCTH TEPCOHATBHBIX JIAHHBIX
(nanee — IIJIn) npu wux obpaborke B wuHbOpMALHOHHBIX cuctemax MAOVY  «Cpennsist
obmeoOpasosaresbHas mkoia Ne 25» (nanee — UCII/In).

[Tonoxenue onpenensier nopsaok padorsr mepconana MCIIJIn B wactn obecrieyeHust
GezomacHoct [/l npu  ux oOpaboTke. MNOPSAOK HCIMOJIb30BAHUS  CPEACTB  3aLIMThHI
vH(pOpMalnK, pa3padoTKy W IPUHATHE MEp 110 NPEIOTBPALICHHIO BO3MOMKHBIX OMACHBIX
TOCJICJCTBIH TAKUX HapylIEHUH, NMOPSI0OK NpUHoCTaHoBKKM npesnoctapienus [/l B ciyvae
oGHapykeHHUs HapyllIeHHUH pH UX 0OGpaboTke, MOpsiIoK 00yUeHHUs MepcoHala NpakTHKe padoThl
B WCIIJIH, nopsutok KOHTPOJs COOJIIOIEHHMSI YCIIOBHE HCIIO/IBb30BAHUS CPEJICTB  3aALUTDI
MH(OPMALKH, TIPEYCMOTPEHHBIE IKCIUTYATAMOHHON 1 TEXHUYECKON JIOKYMEHTAIIMEH. TTpaBuIia




OOHOBJICHHSI OOIIECUCTEMHOTO ¥ MPHUKIAJHOTO MPOTPAMMHOTO OOECHeUeHus, TpaBuiia
OpraHu3ali aHTUBUPYCHOM 3amuThl W mnaposibHOM 3amutbhl MCIIIH, mopsgok oxpaHbl U
A0ITYCKa NOCTOPOHHUX JIMII B 3allIMINACMBbIC IIOMCIICHU .

1. Ilopsinok mpeaocTaB/ieHNs JOIYyCKa MoJib3oBarteeil k padore B UCII1n

Hacrosimuii mopsimok onpenensier neiictsusi nepconana MCIIIn B wactu obecrnieueHUs
6e3onacunoctu [1/1a mpu ux o6padotke B UCIT/IH.

ITonb3oBarensimu NCIIIn ABJISIFOTCS COTPYAHUKH MAOY «Cpennsis
obrreodpaszoBarenbHas mkoa Ne 25» (nanee - COTpyaHUKH).

[lepBoHavanbHbI JomMycK moib3oBateneid k padore B MCII[H ocymiectBisercs Ha
OCHOBaHUU IpHUKa3a, KOTOPBIA H3AaeTca pykoBoauteneMm (manee - PykoBoautens). B mpukasze
OTIpeNIeNEeTCs CIIMCOK COTPYIHUKOB, JOMYyIIeHHBIX K padote B UCII/IH.

C uenpio obecriedeHuss OTBETCTBEHHOCTH 3a BeJECHUE, HOPMaIbHOE (PYHKIIMOHUPOBAHUE
U KOHTPOJIb pabOThl CPEICTB 3alUThl UH(POPMALIMK U BBIIIOJIHEHUS HEOOXOAUMBIX MEPOIPUATUI
no obecreuenuto Oe3onmacHoctn B WMCII[IH Ha3HadaeTcs aaMHHHUCTPATOp WHGOOPMAIMOHHON
0€30MacHOCTH.

C nenbio coOMOACHUS NPUHIUNA MEPCOHATBHOW OTBETCTBEHHOCTH 3a CBOM JIEHCTBHS
KaXJIOMY COTPYAHHUKY, nomymeHHomy K pabore B WCII[H, HOWKHO OBITH COMOCTAaBIICHO
[EpCOHANIbHOE YHUKaJIbHOE UMs (Y4eTHas 3allucCh MOJb30BATeNsl), MOJ KOTOPBIM OH Oyner
peructpupoBatbes u padorars B UCIT/IH.

Hcnonp30BaHne HECKOJIbKHUMU COTPpYAHUKAMU IIPpU pa60Te B I/ICHILH OAHOI'O MU TOI'O XKC€
HMCHHU I10JIb30BATCIIA 3anpeui,ero.

B nanpheiimem, npouenypa peructpanuu (Co3iaHusl yYETHOM 3amMcu) MOJIb30BaTENs U
IpeloCTaBlIeHUsl eMy (WM U3MEHEeHHMsl ero) mpas noctyna K pecypcam WMCII/In nannmupyercs
3as1BKOM.

B 3asBKke yka3bIiBaeTcs:

- COoJIepKaHMe 3alpaliiBaeMbIX H3MEHEHHUH (perucrpanus HOBOTO I0JIb30BaTelNs
NCTI/H, ynanenue y4yeTHOW 3alMCH MOJIb30BATENs, paCIIUPEHUE WU CYXEHHE IMOJTHOMOYUN U
npaB goctyna k pecypcam UCII/IH panee 3aperucTpupoBaHHOIO OJIb30BATENS);

- IOJDKHOCTh (C TIOHBIM HAaWMEHOBAHHEM OT/AeNa), ¢GaMuius, UM U OTYECTBO
COTPYAHHKA;

- UM TI0JIb30BaTeNsl (YUETHOU 3aMiCH) IAaHHOTO COTPY/IHHUKA,

- IOJIHOMOYHA, KOTOPBIX HCO6XOI[I/IMO JIMIIUTH I1OJIB30BaTECIsd 501040 KOTOPBIC
H606X0,ZII/IMO 2106aBI/ITI) I10JIB30BATCIIHO (HYTGM YKa3zaHus pPEIIacMbIX I10JbB30BATCIIEM 3aJad B
UCIIn).

3asBKy paccMaTpuBaeT U BHU3UPYET PYKOBOJIUTENb, YTBEp)KIasi TEM CaMbIM
IPOM3BOJICTBEHHYIO HEOOXOAUMOCTD JIOMycKa (M3MEHEHUs MpaB AOCTYIa) TaHHOTO COTPYAHUKA
K HEOOXOAMMBIM JUIsl pEellIeHUs] UM YKa3aHHbIX B 3asBKe 3anau pecypcam UCIIJIH. 3atem 3asBka
nepenaercss aaMuHHUCTparopy HH(opmanumonHoit Oe3zomacHoctu MCII[IH s BHeceHHs
HEOOXOIMMBIX H3MEHEHUI B CIIUCKH Toyib3oBareneit MCIT/Ix.

Ha ocHoBaHMM 3asBKM agMHMHHUCTpaTop HHGpopmauunoHHoil Oe3onmacHoctu MCII/IH
MPOM3BOAUT HEOOXOMWMBIE OIepaldd 10 CO3MaHui0  (YJAJICHHWIO) YYETHOW  3amucu
[I0JIb30BATENsl, IPUCBOCHUI0 €My HauyaJlbHOIO 3HAYEHMUS MApoJs, a TaKXKE PErucTpanuio
NEPCOHAIBHOI0 UJICHTU(UKATOpa U Jpyriue HeoOXOAUMbIe EHCTBUS, YKa3aHHBIE B 3asBKE.



Ilocne  BHeCeHMS  M3MEHEHMM B CIMCKM  II0Jb30BAaTEJIEM  aJIMHHHUCTPATOP
nH(popManMOHHOW  ©€30MacHOCTH  JIOJDKEH O0ECHEeYWTh HACTPOWKH  CPEICTB  3alUTHI
COOTBETCTBYIOIIKE TpeOoBanmsM Oe3onacHocTr ykazanHoit UCIT/IH.

CoTpyaHUKY, 3aperucTpUpOBaHHOMY B KadecTBe HoBoro moJb3oBarens WCII/H,
COO0O0IIaeTCss UMsI COOTBETCTBYIOIIETO €My TOJB30BaTENsI M MOKET BBIAABATHCS MEPCOHATBHBIN
uneHTudukaTop (st paboThl B peKUME YCHIICHHOW ayTeHTU(PUKAIMKM) U HAaYaJbHOE 3HAUYCHHE
napoJisi, KOTOPOe OH 00s3aH CMEHUTH IPHU TIEPBOM K€ BXOJIC B CUCTEMY.

HcnonnenHas 3asBKa XpaHWUTCA Yy aJIMUHUCTpaTopa MUH(DOpPMALMOHHONW O€30MacHOCTH
NCTIn.

Ona MoxeT BIIOCJICACTBUH HCIIOJIB30BAThCA:

- AJIA BOCCTAaHOBJICHHUA MOJTHOMOYHIH IOJIb30BaTeICH ITIOCJIC BO3HUKHOBCHUA
BHCIITATHBIX CHTyaHHfI;

- JUI KOHTPOJISI MPABOMEPHOCTH HAJIUYUSI Y KOHKPETHOTO MOJIb30BATEIIS MPAB AOCTYIA
K TeM mwiu uHbIM pecypcam UCITIH npu pazbope KOHPIMKTHBIX CUTYaIU;

- JUIA TPOBEPKH COTPYAHUKAMHU KOHTPOJHMPYIOUIUX OPraHOB IMPABHJIBHOCTH HACTPOMKH
cpencTB pasrpannyeHus gocryna k pecypcam UCII/IH.

2. Iopsaok padorsl noJsb3oBarenaeid UCII/In B yacTu odecneueHus
0esonacnoctu II/[H npu ux odopadorke B UCII/n

Ilosp30BaTens UMEET MPaBO B OTBEIEHHOE €MY BPEMsI pELIaTh ITOCTABJIICHHBIE 3a7a4d B
COOTBETCTBUHU C MMOJIHOMOUUsAMU aocTyma K pecypcam UCIT/IH.

Ilonp30Barens HECET OTBETCTBEHHOCTb 3a MPAaBUIBHOCTH BKJIFOUEHHUS U BBIKIIIOYEHUS
cpenctB BeruncautensHol TexHuku (CBT), Bxoga B cucremy u Bce AeicTBusl mpu paboTe B
NCTI/n.

[lepen nauanom pabGotel B WCIIJIH, coTpyaHuku, aomyiieHHsle k pabdote ¢ I1/IH,
HNPUHUMAIOT TOJI POCIIUCH 00513aTENBCTBO O HEPA3IJIAIIEHUH ITEPCOHAIBHBIX TaHHBIX.

Bxonx mnonwn3oBaTens B CUCTEMY JOJIKCH OCYHICCTBIATHECA 110 BbIJABAEMOMY CMY
SJICKTPOHHOMY I/I)leHTI/I(i)I/IKaTOpy U 110 IIEPCOHAJIBHOMY ITapOJItO.

3anuch uHpopmanuu, coaepxkame I[I/[H, nomkHAa OCYIIECTBIAATHCS TOJIBKO Ha
MalllMHHbIE HOCUTETN MH(OpMAIK, COOTBETCTBYIOIUM 00pa3oM yureHHble B JKypHane yuera
3amuuiaeMbIx Hocureneil uHgopmanyu. OTBETCTBEHHBIM 3a BeAeHue JKypHana yuyera sBisercs
aJIMUHUCTPATOP MH(POPMALIMOHHOM 0€301MacCHOCTH.

IIpu pabGoTe €O CHEMHBIMH MAIIMHHBIMM HOCHUTEISIMH HH(OpMAaLUU TMOJIb30BaTENb
KaXIblii pa3 mepea HayaloM paboOThl 00s3aH MPOBEPUTH HMX HA OTCYTCTBUE BHPYCOB C
WCIIOJIb30BAaHUEM INTATHBIX AHTUBUPYCHBIX MPOrPaMM, YCTAaHOBJIEHHBIX Ha KOMIIBIOTEPAX
NCII[H. B cnyyae oOHapyXeHHs BHPYCOB MOJIb30BaTedb 0053aH HEMEIJIEHHO MPEKPaTUTh UX
HCIIOJIb30BaHUE U JIEHCTBOBATh B COOTBETCTBUU C TpeOoBaHUAMHU AaHHOTO [lonoxenus;

Kaxxapiii cCOTpyAHHK, YUaCTBYIOIIMIA B paMKaxX CBOMX (PYHKIIMOHATHHBIX O0S3aHHOCTEH B
mporieccax aBTOMATU3MpPOBaHHOW oOpaboTku [IJIlH W wmMmeromuid JOCTynm K ammapaTHBIM
cpeiacTBaM, MporpaMMHOMYy ofOecrniedenuto U gaHHeIM  VICII[lH, HeceT mepCOHATBHYIO
OTBETCTBEHHOCTb 32 CBOU JICVCTBUS U 00A3AH:

— CTpOro cobiroJaTh YCTaHOBJIEHHBIE MpaBHUia oOecredeHus: 0e30MacHOCTH MHPOPMAaLuu
npu paboTe ¢ MporpaMMHBIMH U TexHrueckumu cpeacrsamu UCITH;

— 3HaTh M CTPOrO BBINOJIHATH INpaBHja pabOThl CO CPEICTBAMM 3alIUThl WH(OpPMAIUH,
ycTaHOBJIEHHbIMU Ha koMibtoTepax UCII/H;



— XpaHUTH B TaiiHe CBOM mapouib (maposau). B coorBercTBuu ¢ n. 7.5. nanHoro Ilonoxenus
U C YCTAHOBJICHHOH NMEPHOAMYHOCTHIO MEHATH CBOM MapoJb (apoJin);

— XpaHUTb  YCTAHOBJIECHHBIM  IOPAJKOM  CBO€  MHAMBUAYAJbHOE  YCTPOWCTBO
uACHTUUKAIMY (KITI0Y) U APYrHe PEKBU3UTHI B HEIOCTYITHOM JUISI TOCTOPOHHUX MECTE;

—  BBINOJIHATE TpeOoBaHus [1010)KeHUS 110 OpraHU3aIlii aHTUBUPYCHOM 3alIUTHI B TIOJHOM
o0BeMeE.

HemennenHo u3BecTUTh aJMHHHUCTpaTopa HH(OPMAIIMOHHOW O€30IMacHOCTH B Cllydae
yTepu MHAMBUAYAIBHOTO YCTpoHCTBAa uAeHTU(UKanMKu (KI04Ya) WIM TPU  TOJO03PEHUU
KOMITIPOMETAIMH JTUYHBIX KIFOYEH U MapoJiei, a TaKkxkKe Mpu 0OHApYKEHHUH:

— (akToOB COBEpUICHHS TOIBITOK HECAaHKIMOHUPOBaHHOro noctyna (mamee - HCJH) k
NCTIH;

— HCCAHKIMOHHUPOBAHHBIX N3MEHEHHUH B KOH(i)I/IpraIII/H/I IMPOrpaMMHBIX HWJIKM alllapaTHBIX
cpenctB UCII/x;

— OTKJIOHEHMH B HOPMaJIbHOM paboOTe CUCTEMHBIX M MPHUKJIAAHBIX IPOrPAMMHBIX CPE/ICTB,
3arpygHsaronmx  dkcrutyaranuto  CBT, BelIxoma M3  CTpos MM HEYCTOMYHMBOIO
¢ynkunonupoBanus y3noB CBT unu nepudepuitHbIX ycTpoHCTB (CKaHepa, MpUHTEpa U
T.I.), @ TAK)Ke Ieped0eB B CUCTEME AIIEKTPOCHAOKEHNUS;

— HCKOPPCKTHOI'O (bYHKIII/IOHI/IpOBaHI/IFI YCTAHOBJICHHBIX Ha KOMIBIOTCPBI TCXHHUYCCKHUX
CPCACTB 3allUThI;

— HENpeayCMOTPEHHBIX OTBOJOB Kabesel U MOAKIIOYEHHBIX YCTPOMCTB.
[Tonb30BaTento KaTErOPUIECKU 3anpeuiaemc.

- MCTIOJIb30BaTh KOMIIOHEHTHI MpPOTpaMMHOro M ammapatHoro obecneuenus [I9BM B
HECTY>KEOHBIX LEJIsX;

- CAMOBOJILHO BHOCHTH KakKHe-TMOO M3MEHEHHS B KOHQUTYpalMIO amnmapaTHo-
nporpammubix cpenctB UCIIIH unu ycTaHaBIMBaTh JOMOJHUTEIBHO JHOOBIE TPOTrpaMMHBIE U
anmapaTHble CpelICTBA, HE MPEAyCMOTPEHHBIE apXHUBOM JTUCTPUOYTHUBOB YCTAaHOBIIEHHOTO
MIPOrpaMMHOTO 00€CTICUeHHUST;

- ocyIecTBIATh 00paboTky II/lH B HPUCYTCTBUM MOCTOPOHHMX (HE IOMYILEHHBIX K
JaHHOW MH(pOpMaLUN) JIULL;

- 3allUCbIBATh U XPAHUTb HI[H Ha HCYUYTCHHBIX MAllTMHHBIX HOCUTCIIAX I/IH(i)OpMaLII/II/I;

- OCTaBJIATh BKJIIOYEHHBIM 0€3 MpPUCMOTpa KOMIBIOTEp, HE aKTUBHU3MPOBAB CPENICTBA
3anuThl oT HCJI (BpeMeHHyt0 OJI0KHPOBKY 9KpaHa U KJIaBHATYpHl);

- OCTaBJIATh 0€3 JTMYHOTO MPUCMOTpa Ha paboyeM MecTe WIH TJe Obl TO HH OBLIO CBOE
MEPCOHAIBHOE YCTPOMCTBO UICHTHU(UKAIINY, MAITMHHBIE HOCUTENU U pacleyaTKu, coAepKaiiue
BVILCH

- YMBIIUIEHHO  HCHOJb30BaTh HEJOKYMEHTHPOBAaHHBIE CBOHCTBA W  OIIMOKH B
IPOrpaMMHOM OOECIEUEeHUU WJIM B HACTPOIKax CPeACTB 3alIUThI, KOTOPbIE€ MOTYT MPHUBECTH K
HapyleHuIo KoHpuaeHmansHoct [1/1H;

- pa3MeniaTth cpeicTBa OTOOpaxkeHUs MHpopMaluuu (MOHMTOp, NMPUHTEP U T.I.) TAKUM
0o0pa3oM, YyTOOBl C HHUX CYLIECTBOBAJIAa BO3MOXHOCTh BHU3YaJIbHOTO CUMTBHIBAaHUS HMH(POpPMALUU
IMOCTOPOHHHUMH JIMIIAMHU.

AnmuHHCTpaTOp HH(POPMAITMOHHON 6€30MaCHOCTH 00s13aH:

— 3HaTbh COCTaB OCHOBHBIX M BCIIOMOI'aTCIbHBIX TCXHUYCCKHX CHUCTEM M CPCICTB (z[a.nee -



OTCC u BTCC) ycraHoBieHHblx U cMmoHTupoBaHHbIXx B MCII[H, nepeueHb
HCIIOIB3yeMOT0 TiporpaMmHoro odecreueHus (manee - [10) 8 UCI1/IH;

KOHTPOJIMPOBATH IEIOCTHOCTH TieuaTei (TUIoMO, 3alIMTHEIX HAKIIeEK) Ha MepuepHitHOM
obopynoBanuu, 3amuiieHHbIx CBT u apyrux ycTporcrBax;

NPOM3BOIUTh  HEOOXOAWMBIE HACTPOMKH  IOJCUCTEMBI  YIPaBICHHUS  JOCTYIIOM
ycranoBieHHbIX B ICIT[In C31 ot HC/I 1 conpoBoXaaTh UX B IIPOLIECCE IKCILTyaTallUH,
IIPU ATOM:

peaM30BBIBATh MMOJTHOMOYMS JOCTYIA (YTEHHE, 3alKCh) NS KaXKIIOTO IOJIb30BATENs K
AJIEMEHTaM 3alUIaeMbIX HHPOPMAIIMOHHBIX pecypcoB (daiinaM, karaaoram, IPUHTEPY
U T.J.);

BBOAUTH onucanusi mnons3oBareneit WMCII[AH B wuHpopManmoHHyl0 0a3y CHCTEMBI
pasrpanuyenus gocryna B UCII/IH;

CBOCBPCMCHHO YAAJIATH OITMCAaHUA MOJIb30BaTeIeH 13 0a3bl JaHHBIX C3H1 IIpu USAMCHCHUHA
CIIMCKa JOMYHICHHBIX K pa60Te JINII,

NPOBOIUTh HMHCTpYKTaxX monb3oBareneid MCIIJlH mo mpaBmimam  paboTel €
HCIOJIb3YEMBbIMU TEXHUUECKUMHU CPEJICTBAMHU M CUCTEMaMHU 3aIUThl HHPOpMALUH;

KOHTPOJMPOBATh CBOEBPEMEHHOE IPOBEICHHE CMEHBbl Maposied Juisl  JAOoCTymla
noJib3oBareseil k komnbtoTepam u pecypcam UCII/IH;

o0OecrieunBaTh MOCTOSHHBIA KOHTPOJIb BBITIOJHEHHS IOJIb30BATEISIMU YCTAHOBJICHHOTO
KOMIUIEKCa MepornpusTuil mo obecneueHuto 6ezonacHoctu uapopmanuu B UCI/H;

OCYHWICCTBATL KOHTPOJIb IIOpsAJKa CO3AaHHsdA, Y4€Ta, XpPaHCHUA W HCIOJIb30BaHUSA
PE3CPBHBIX U APXUBHBIX KON MacCHBOB JaHHBbIX,

HacTpauBaTb M CONPOBOXKAATH IIOACUCTEMBI PETUCTpPALMM U y4yeTa JEHCTBUU
noJb3oBarenei npu padore B UCII/H;

OpraHM30BBIBATh I€4yaTh (ailyIoB IMOJIb30BATENe Ha TPUHTEPE M  OCYLIECTBISTH
KOHTpPOJIb COOJIIOICHHS YCTaHOBJIEHHBIX IMpaBWJI M MapaMeTpOB pEerucTpalvy MU ydera
OyMaKHBIX HOCHTEJeH HHpOopMaLuy;

nepuoanuecku tectupoBath PpyHkiuu C3U ot HCJ] ¢ ucnonp3oBaHHEeM CIeUATbHBIX
CPEIICTB aHaju3a 3alIUIIEHHOCTH, OCOOCHHO NPHU W3MEHEHUHU MPOTPAMMHOU CPEIbl U
IIOJTHOMOYMH UCIIOJIHUTEIIEH;

BOCCTaHABIIMBATh MIPOTPAMMHYIO Cpefly, MporpaMMHbIe cpenctBa u HacTpoiiku C3U npu
c00sX;

BecTH JABe komumu mporpamMMmHbIX cpeactB C3M or HCJ] u koHTponupoBaTth HX
paboTOCIIOCOOHOCTH;

NEePUOANYECKH OOHOBIIATH AHTUBHPYCHBIE CpelcTBa (0a3bl JaHHBIX), KOHTPOJIHPOBATH
COONIOZICHHE TIONIb30BATESIMU  TOPSIIOK W TpaBUiia TMPOBEACHUS AHTUBUPYCHOTO
TECTUPOBAHNS,

IPOBOJIUTH PabOTy IO BBISBICHUIO BO3MOXKHBIX KaHAJIOB BMELIATENIbCTBA B IPOLIECC
¢ynkunonuposanuss MCII/IH u ocymiecTBIeHHs HECAaHKIIMOHMPOBAHHOIO JOCTyNa K
MH(OPMALIUY U TEXHUYECKUM CPEICTBAM BBIUHCIUTENbHON TEXHUKY;

o0ecrieynBaTh CTPOro€ BBINOJHEHHE TPeOOBaHUN IO OO0ECIEYeHUI0 Oe30MacHOCTH
nHbOpMalY TpU OpraHu3auy TexHuaeckoro odcyxusanus UCII/IH u oTnpaBke ero B
PEMOHT  (KOHTPOJIMPOBATh 3aTHUpPaHME NEPCOHANbHBIX JAaHHBIX HA  HOCHTENSIX
uHpOpMaInn);



— TPUCYTCTBOBaTH (y4acTBOBaTh) B paboTax MO BHECEHHIO HM3MEHEHUU B alllapaTHoO-
nporpammuyto koudurypamuo UCITH;

— Bectu gokymeHrtanuio Ha HCII[IH B cooTBeTcTBUM € TpPeOOBAHUSMH HOPMATHUBHBIX
JOKYMEHTOB.

3. Ilopsimok pe3epBHMpPOBaHUS U BOCCTAHOBJICHHSI pa00TOCIIOCOOHOCTH
TEeXHHYECKHUX CPeICTB, IPOrpaMMHOro odecneveHnusi, 0a3 TaHHBIX,
3amuinaeMoi HHGOpMaLKMH U CPEICTB 3alUTHI HHPOPMALUHT

Hacrosmmii mopsiiok ompenenser OpraHu3alyio Pe3epBHPOBAHMS W BOCCTAHOBJICHUS
pabOTOCTIOCOOHOCTH TEXHHUYECKUX CPEACTB M MPOrpaMMHOr0 obecreueHus, 0a3 TaHHBIX U
CPE/ICTB 3alIUTHl HH(POPMALIUH.

K ucnonb3oBanuto ans co3panus pesepBHbIX konuu B MCII/IH, nomyckaroTcst TONBKO
3aperucTpupoBanHble B JKypHaiie yuera HOCUTENH.

AMUHHUCTpATOP nH(bOpMaMOHHON Oe3omacHoCTH ooa3an OCYIIIECTBIISITh
MEePUOINYECKOE PE3EPBHOE KOMMPOBAHUE TIEPCOHATBHBIX JIAHHBIX.

Hocwurenu undopmaiuu, npeaHasHaueHHbIC ISl CO3IaHUs PE3CPBHON KOITUU ¥ XPAHCHHUS
NEPCOHAIBHBIX  JAHHBIX, BBIJAIOTCS  YCTAHOBICHHBIM  TOPSIAKOM  aJIMHHHCTPATOPOM
uHpOpMaMOHHOW Oe3omacHocTH. [lo OKOHUAHWM TPOIEIYpPhl PE3EPBHOTO KOMHUPOBAHHUS
JJICKTPOHHBIC HOCUTEIM CHAIOTCS HA XpaHEHUE aJMHUHHCTpATopy HWHGOPMAIMOHHON
0€30I1aCHOCTH.

IIpu BoccTaHOBIIEHMH PAOOTOCIOCOOHOCTH MPOTPAaMMHOIO OOECleYeHHs] CHavalla
OCYIIECTBIISICTCS PE3EPBHOE KOMHMPOBAHME 3alUIIacMoil MH(OpManuu, 3aTeM MPOU3BOIAMTCS
HOJTHAS IEMHCTAIUIALMSI HEKOPPEKTHO PabOTAIONIETO IPOTrPaMMHOTO 00€CTICUeHHS.

BoccranoBnenue IIporpaMMHOT O obecreueHus MPOU3BOAUTCAA MYTEM €TO0 UHCTAIIIAINUU C
HCIIOJIB30BaHHUEM OTaJIOHHBIX )II/ICTpI/I6YTI/IBOB, XPaHCHUC KOTOPBIX OCYHICCTBIIACTCA
AIMUHHUCTPATOPOM HH(I)OpMaHHOHHOﬁ 0€30ITaCHOCTH B CliCUaJIbHOM XpaHUJINIIC.

IIpu pabore nHa kommbroTepax WCII[IH pexomeHIyeTcs HCIOJb30BaTh HCTOYHUKU
OecriepeOOMHOr0 MUTAHMS, C LETbI0 NPEAOTBPAIICHUS IMOBPEXKICHUS TEXHHUUECKUX CPENICTB
u(nn) 3amuiaeMoi nHpopMaluu B pe3yibTare cOOEB B CETH 3JIEKTPOIIUTAHUSI.

IIpu BocCTaHOBIEHUM PAOOTOCIIOCOOHOCTH CPEJCTB 3aLIUThl MH(POPMALUU CIEayeT
BBIMIOJTHUTh MX HACTPOMKY B COOTBETCTBUU C TpeOOBaHUSMHU O€30MacHOCTH HH(pOpmanuu,
M3JI0’)KEHHBIMU B TEXHUUYECKOM 33/1aHUH HA CO3/IaHUE CHCTEMBI 3aIUTHI IEPCOHAIBHBIX IaHHBIX.

BoccranoBnenue cpenctB 3amuThl HHGOPMAIMHM MPOU3BOJIUTCS C HCIOIB30BAHHEM
ATAJIOHHBIX CEPTU(UIUPOBAHHBIX JUCTPUOYTHBOB, KOTOPHIE XpPAHATCS Yy aJMUHHUCTpATOpa
uH(popMalnoHHON 6e3omacHocTU. [locne ycnemHol HacTpoMKU CpeAcTB 3aluThl HH(QOPMALIUN
HEOO0XO/IMMO BBIMIOJHUTh PE3epPBHOE KOMMPOBAHHWE HACTPOEK JAHHBIX CPEACTB C IOMOIIbIO
BCTPOEHHBIX B HUX (QYHKIUI Ha 3apEerUCTPUPOBAHHBIA HOCUTEITb.

OTBETCTBEHHOCTh 3a IPOBEJACHHUE PE3epPBHOIO KOMHMPOBAHUS, MEPOIPUATUH 110
BOCCTAHOBJIEHHIO  PabOTOCIIOCOOHOCTH  TEXHMYECKUX  CPEJICTB,  MEPONpHUSATHH 1O
BOCCTAQHOBJICHHIO  CPEJICTB  3alIUThl MH(GOpPMAIMM  BO3JIAaraeTcsi Ha  aJMUHUCTpPATOpa
uH(popmanmonHou 6e3onacHoctu UCII/IH.

4. Tlopsimok o0y4eHusi mepcoHaja npaktuke padorsl B UCII/IH B yactn
o0ecrieyeHUs1 0€30MACHOCTH NMEPCOHAIBHBIX JaHHBIX



Ilepen nawamom pabotel B MCII[IH monp30oBaTend MOHKHBI MPOUTH HMHCTPYKTAX IO
obecrieueHnI0 0€30TMMacCHOCTH TEPCOHAIBHBIX JaHHBIX TNpu padore ¢ Humu B MCII/IH, mox
pOCIIUCE;

[Tonp30BaTenn ODKHBI MPOJEMOHCTPUPOBATh AJAMUHUCTPATOPY HH(POPMAIIMOHHON
0€30I1aCHOCTH HAJIMYMe HEOOXOMUMBIX 3HAHUM M YMEHMU JJs BBINOJIHEHUS TpPeOOBaHUI MO
obecrieueHnI0 6€30MacCHOCTH NePCOHATIBHBIX TaHHBIX 1pu padote ¢ Humu B UCII/H;

OTBETCTBEHHBIM 32 OPraHU3ANUI0 OOYYEHHUS M OKa3aHHEe METOJUYECKOW TOMOINHU B
YnpaBieHuu SBISETCS aAMUHUCTPATOp NHPOPMAIIMOHHOI 0€30MacHOCTH.

5. IlpaBujia aHTUBMPYCHOM 32U THI

Hactosmme mnpaBuia ompeneisitoT TpeOOBaHMA K OpraHU3aldd 3allUThl O0O0BEKTa
HUCTI[JH oT pa3pylIaomero BO3JCHCTBUS BPEJOHOCHOIO IMPOTPAMMHOIO OOECIeueHus,
KOMIIBIOTEPHBIX BHPYCOB M YCTAHABIHUBAE€T OTBETCTBEHHOCTh PYKOBOAMTENEH M COTPYIHHUKOB,
AKCIUTYaTUPYIOIIUX U COMTPOBOXKIAIOINX KOMITbIOTEPHI B cocTaBe MCIIJIH, 3a UX BBINIOJIHEHHE K
UCIIOJIb30BAHUIO HAa KOMIIBIOTEpPAX JOMYCKAIOTCS TOJBKO JIMIEH3HMOHHBIE aHTHUBUPYCHbBIC
CpencTBa, npomeamue ceprudukanuio mo TpedoBanusm 6ezonacaoctu ®CTOK Poccun.

YcraHoBKa MW HayajabHas HACTpOMKAa CpPEACTB AHTUBHUPYCHOTO KOHTPOJIA Ha
KOMITBIOTEPAX OCYIIECTBISACTCS aIMHUHHCTPATOPOM HH(MOPMAIMOHHOW 0€30MacHOCTH, JHOO ¢
npuBJieueHrEM opranuzanuii — aureH3natoB @CTIOK Poccun.

AnmuHucTpaTop HH(OPMalMOHHONW O€30IaCHOCTH OCYIIECTBISET NEPUOANYECKOE
0OHOBJICHHE AHTUBUPYCHBIX CPEJICTB U KOHTPOJIb UX pabOTOCIOCOOHOCTH.

SpabIk (cchlIKa) AJIs 3aMlyCKa aHTUBUPYCHOU IIPOrPaMMBbI JIOJIKEH OBbITh IOCTYIIEH BCEM
M0JIb30BaTENSIM HH(POPMALIMOHHOM CUCTEMBI.

ExeHnenenbHo B Hauane paboOThl, MOCJIE 3arpy3kd KOMIbIOTEpAa B aBTOMAaTHYECKOM
pEeKUME JO0JDKEH MPOBOIUTHCS aHTUBUPYCHBIM KOHTPOJIb BCEX JUCKOB U (DaiIoB KOMIIBIOTEPOB.
O0s13aTeIbHOMY aHTUBUPYCHOMY KOHTPOJIIO TTOJICKUT Jr00ast nHbopmaius (TEeKCTOBbIE (aiiiibl
M00bIX ¢opmaroB, (ainbl JaHHBIX, HCIOJHSAEeMble (aiubl), MHPOpPMAIUs Ha ChEMHBIX
HOCHUTEINSIX (MAarHUTHBIX TUCKaX, JeHTax, CD-ROM wu 1.11.). KoHnTpoms ucxonsmen napopmanuu
HE00XO0/IMMO MPOBOJIUTH HEMOCPEICTBEHHO Iepe]l apXUBUPOBAHUEM U OTIIPABKOM (3amUChiO Ha
ChEMHBIN HOCUTEb).

@aiibl, MOMENIAEMBIE B JJICKTPOHHBIA apXUB HA MATHUTHBIX HOCHUTEIAX, JOJDKHBI B
0053aTeNTbHOM TMOPSIIKE MPOXOUTh AHTUBUPYCHBIA KOHTPOJIb.

VYcranaBnuBaemMoe (M3MEHsieMOE) IporpaMMHoOe oOecreyeHue JIOJDKHO — ObITh
IIPEIBAPUTEIILHO IIPOBEPEHO HA OTCYTCTBHE BUPYCOB. HemocpencTBeHHO moOcie yCTaHOBKH
(M3MEHEeHUs) IPOrPaMMHOI0 OoOeCTeYeHHs KOMIIbIOTepa, aIMUHUCTPATOPOM HH(OPMAITMOHHON
0e30MacHOCTH JI0JIKHA ObITh BBINIOJIHEHA aHTHBUpYCcHas mpoBepka UCII/IH.

Ha xommbroTepsl  mosib30BaTeneil  3ampeniaercss — yCTaHOBKa — IPOTPaMMHOTO
oOecrnievyeHus, He CBSI3aHHOTO C BBIMOJIHEHHEM (DYHKIUH, MPEAYCMOTPEHHBIX TEXHOJIOTUYECKUM
nporeccoM 00paboTKH HHPOPMALIHH.

[Ipy BO3HMKHOBEHMM NOJO3PEHMSI HA HAJTMYHE KOMIBIOTEPHOrO BHUpYcCa (HETUIIMYHAS
paboTta mporpamm, TMOsBICHHE TpadUUecKUXx H 3BYKOBBIX J(PQPEKTOB, MCKAKEHUN HTAHHBIX,
npomananue (GanuaoB, YacToe TIOSBICHHE COOOMEHWHA O CHCTEMHBIX OMUOKaxX © T.II.)
MOJIb30BaTeNh CaMOCTOSATENbHO (WJIM BMECT€ C aJAMHHHCTPATOPOM HWH(GOPMAIMOHHON
0€30MacHOCTH) JIOJDKEH MTPOBECTH BHEOUEPETHON aHTUBUPYCHBIN KOHTPOJb KOMITBIOTEPA.

B caywsae oOHapyXeHuss NpHU TPOBEICHUM AHTHBUPYCHOW MPOBEPKH 3apa)KEHHBIX
KOMIIbIOTEPHBIMH BUpYycaMH (DailioB MOIb30BATENb 00A3AH:



— [pHOCTaHOBHUTH 00paboTKy naHHbIX B UCII/H;

— HEMEJICHHO IMOCTaBHTh B M3BECTHOCTh O (pakTe OOHApYKCHHUS 3apaKEHHBIX BHPYCOM
¢baiioB agMuHHCTpaTOpa HH(POPMAIMOHHON O€30MacHOCTH, a TaKKe CMEXKHBIC
MO/Ipa3/IeIICHNsI, UCTIOIB3YIOIIHE ITH (Paiiyibl B paboTe;

— COBMECTHO C BJIage€lbLEM 3apaXXC€HHbIX BHPYCOM (baﬁHOB IIPpOBECTHU  aAHAJIU3
BO3MOXXHOCTH, z[aaneﬁmero HX UCIIOJIb30BaHUA,

— MPOBECTH JICUCHHE WM YHUUTOXKEHUE 3apakeHHBIX (paiiiioB.

OTBETCTBEHHOCTH 3a OpraHu3aluio anTuBupycHoro koHTposis B CII/IH B cooTBeTCTBUI
¢ TpeboBaHUAMHU HacTosero [lonoxxenus Bo3naraercst Ha aIMUHUCTPATOpa UHPOPMALMOHHOM
0€30MacHOCTH,

OTBETCTBEHHOCTh 3a MPOBEICHUE MEPOINPUITUN aHTUBUPYCHOM 3alIUThI B KOHKPETHOU
NCTIx u cobmonenue TpeboBanuii HacTosmero [lomoxkeHus Bo3naraeTcs Ha aIMUHUCTPATOpa
nH(popMaMoOHHOM 0€30IMacHOCTH U Beex moJib3oBatelnel qannoi UCIIJH.

6. IIpaBujia mapoJibHOW 3aLUTHI

JlanHble TpaBHJIa PEMVIAMEHTUPYIOT OPraHM3alMOHHO-TEXHUYECKUE MEPONPUATUS 110
o0ecrevyeHnIo MpoIeCCOB reHepaluy, CMEHbl U IpekpaieHus aeiicrsus naposeit B UCII/IH, a
TaKXe KOHTPOJIb IeHCTBHI MOJIb30BaTENeH IpU paboTe ¢ NapoJIsiMu.

Opranu3anoHHOe U TEXHHYECKOe 00eCIIeYeHHEe MPOIIECCOB IeHEePaIlii, UCTIOIb30BaHNUS,
CMEHBI ¥ TIPEeKpalleHus AecTBUs napoiieid Bo Beex nojacucremax MCII/{H u KoHTpoas AeicTBUi
MOJIL30BaTENICH MPU paboTe ¢ MaposIMH BO3JIAracTcss Ha aIMUHUCTPATOpa WHOOPMAIMOHHON
0€30I1aCHOCTH.

[Ipn noctyne mosip30BaTeNsi B CUCTEMY JIOJKHA OCYIIECTBISTHCS HACHTU(DUKAIMS U
IOpOBEpKa TMOJUIMHHOCTH IO WACHTUGHUKATOPY M Napojilo, a TaKkKe C HCIHOJIb30BAHUEM
AIIEKTPOHHBIX UJIEHTU(PUKATOPOB.

JIluuHble MapoNu JOJKHBI T€HEPUPOBATHCS U PACTIPENENAThCS IEHTPAIU30BAHHO JTHOO
BBIOMPATHCS MOIB30BATENSIMU CAMOCTOSITENIHO C YUYETOM CJIEIYIOUIX TpeOOBaHMI:

- MapOJib JOJI?KCH OBITh JJIMHOM HEe MEHEe IIECTH 6YKB6HHO'I_II/I(1)pOBBIX CHMMBOJIOB;,

- CHMBOJIBI Tapojieil i pabouux CTaHIMM, Ha KOTOPBIX YCTAHOBJIIEHO CPEACTBO
3alUThl MHPOPMALMU OT HECAaHKIIMOHMPOBAHHOI'O JOCTYMA, JOJKHBI BBOJUTHCS B pPEXHUME
JATUHCKOW PacKiIaJIkKi KJIaBUATYpHI;

- IapoJib HE JIOJDKEH BKIIIOYaTh B €e0sl JIETKO BBIYMCISEMBIE COYETAHUS CHMBOJIOB
(umena, pamunuu, HauMmeHoBaHuss APM u T.71.), a Takke oOmenpuHaTeie cokparienus (OBM,
JIBC, USER u T.1.);

- IIpY CMEHE NapoJIsi HOBOE 3HAYEHUE JOJDKHO OTIMYATHCS OT MPEIbIAYIIHNX;
- 10JIb30BATENb HE MMEET IIPaBa COOOIIATh JIUYHBIN MapoJib APYTUM JIULIAM.

[TosHast mIaHOBasi CMEHA MapOJieil MOIb30BaTeleH TOJIKHA TPOBOIUTHLCS PETYIISIPHO, HE
pexe OJTHOTO pa3a B TCUCHHE 3 MECSIICB.

VYnanenue yuerHoil 3anucu noss3oBarenss HMCII[H B cioyuae mpeKpamieHusl €ro
MOJIHOMOYMH (YyBOJbHEHHE, MEPEeXo] Ha APYryl0 paboTy BHYTPU YUPEXKJEHHUS M T.I.) JOJKHA
NPOU3BOJUTHCS  JAMUHUCTPATOPOM HMH(OpPMAIMOHHONW 0€30MacHOCTH HEMEJUIEHHO TIOocIe
OKOHYaHHUs TOCJIEIHEro ceaHca pabOThl JaHHOTO IOJIb30BATENsl C CHCTEMOW, Ha OCHOBaHWUHU
YKa3aHUs PYKOBOAMTENS WIM HaYaJbHUKA OTZIEJa KapoB.



BrernnanoBas mosHas cMeHa Maposed BCEX IMOJb30BaTENeH JOJKHA IMPOU3BOIUTHCS B
clydae TpEKpalleHHs TOJHOMOYMA (yBOJIbHEHHE, IEpeXo]l Ha JApyrylo paboTy BHYTPHU
YUPEXKIICHUS U IPyTUe 00CTOSATENBCTBA) a/IMUHUCTPATOPa HHPOPMAIIMOHHOM 0€30ITaCHOCTH.

B cinydyae xommpomeraruu jguvHOro maposs mosb3oBatens WCII[H momkHBI OBITH
HEME/JICHHO MPEAIPUHATHI MEPHI 110 U3MEHEHUIO €r0 MapoIs.

KoHTposib 1elicTBUI 10JIb30BaTeNIeH MPU padoTe ¢ MapOIsIMHU, COOJTIOICHUE TTOPSIKA UX
CMEHBI, XpaHEHHWS W WCIIOJIb30BAHMUS BO3JIATaeTCs Ha aJMUHUCTparopa WH(OPMAIMOHHON
0€30I1aCHOCTH.

7. IlpaBuja 00HOBJIEHHUSI 00LECHCTEMHOI0 H MPHUKJIAAHOI0 NPOrpaMMHOI0
o0ecneyeHus1, TexHu4eckoro oocayxxusanust UCII/In

Hacrosimue mpaBuiia peramaMeHTHPYIOT oOecreueHne 0e30macHOCTH WH(POpMAIUU MpH
NPOBE/ICHUN OOHOBJICHUS, MOJIU(PUKAIMK OOIIECUCTEMHOTO W TMPHKIATHOTO MPOTPAMMHOIO
oOecrnevueHnsl, TeXHUYECKOro OOCTY)KUBAaHUS W MPU BO3HUKHOBEHWW HEIITATHBIX CUTYallUd B
pabote UCIIH.

[IpaBo Ha ycTaHOBKY, OOHOBJIEHHE M MOJU(PHUKAIMIO OOIMIECUCTEMHOTO M TPUKIATHOTO
nporpaMMHoro — obecneuenust  kommbtorepoB  MCIIJ[IH  npenocTaBisieTcss  CUCTEMHOMY
aamunuctparopy UCII/Ix 1 anmMunuctparopy undopmanrontoit 6ezonacaoctu UCI/IH.

[IpaBo BHEcCEeHUS HM3MEHEHW B KOH(QUTYpAIMIO arapaTHO-MPOrPAMMHBIX CpPEICTB
3alMThl MH(OPMAIMK IPEJOCTABIAETCS CUCTEMHOMY aIMMHUCTPATOPY IO COIVIACOBAHUIO C
aJIMUHUCTPATOPOM HH(POPMALMOHHOW Oe3omacHOCTU. V3MeHeHHne KOH(UTYpaluy ammapaTHo-
nporpaMMHbIx cpencts UCII/IH npyrum nmnam 3anpeuieno.

3asiBKy Ha BHECEHHME WM3MEHEHUH B KOH(UIypaiuio anmapaTHO-NPOTrpaMMHBIX CpPEICTB
3anumeHHsx padounx mect MCIIJIH, paccMaTpuBaeT pyKOBOAUTENb, BU3UPYET €€, yTBEpKaas
TEM CaMbIM IIPOM3BOJCTBEHHYIO HEOOXOIMMOCTb ITPOBE/ICHUS YKa3aHHBIX B 3asBKE U3MEHEHUH.

ITocne yero 3asBKa nepegaercss aAMUHUCTPATOPY MHGOPMALMOHHOM Oe30macHOCTH st
HENOCPE/JICTBEHHOTO MHCIOJHEHHUS padOoT 10 BHECEHHWIO W3MEHEHMH B KOHQUIYPalLHIO
KOMIIBIOTEPA, YKA3aHHOTO B 3asBKE.

VYcranoBka mnu oOHoBieHue mnoacucreM HCII[IH m0OMKHBI TPOBOAUTHCS B CTPOrOM
COOTBETCTBUM C TEXHOJOIMeW MpOBeACHUs MOJU(UKAIMM MPOrpaMMHBIX KOMIUIEKCOB JIaHHBIX
HOJCHCTEM.

VcranoBka u oOHOBaeHue I10O (CI/ICTGMHOI‘O, IMPUKJIIAAHOT0, TCCTOBOTO U T.H.) Ha
KOMITIBIOTECpAX MPOU3BOAUTCA TOJIBKO C OpPUTHHAJIBHBIX JIMOCH3WOHHBIX I[I/ICTpI/I6YTI/IBHI>IX
HOCHUTENEH (I[I/ICKCT, KOMITIaKT JUCKOB 1 T.H.).

Bce nobGaBnsieMble mporpaMMHBIE H  anmapaTHblE KOMIIOHEHTHI JIOJDKHBI  OBITh
MpeBapUTENbLHO MPOBEPEHBI HA PA0OTOCIIOCOOHOCTD, a TAK)KE OTCYTCTBHE OMACHBIX (PYHKIIUH.

[Tocne ycranoBku (o6HOBieHus) 110, agmunucTpaTop MHGOPMALMOHHONW OE30MACHOCTH
JIOJDKEH TPOM3BECTH TpeOyeMble HACTPOMKU CPEACTB YNpPaBJIEHUS JOCTYIIOM K KOMIIOHEHTaM
KOMIThIOTEPA B MPOBEPUTH paboTOoCTIOcOOHOCTH 1O M MpaBUIBHOCTH X HACTPOUKH.

[Ipy BO3HUKHOBEHHH CUTYyalWid, TPeOYIOIIMX Tepeqadyd TEXHHUYECKUX CpPEICTB B
CEPBUCHBIN IEHTP C MEJbI0 PEMOHTA, AIMUHUCTPATOP HHGOPMAITMOHHONW 0€30TaCHOCTH 00s13aH
OPEINPUHITh HEOOXOAMMBbIE MEphl s 3aTHpaHus 3aluiiaeMoil WHGOpMaIlMu, KOoTopas
XpaHUJIach HA JUCKaX KOMITBIOTEpA.



8. Ilopsimok kKOHTPOJIA o0ecnieyeHus 3amUThHI HHPopmauuu B UCII/In n
npuocTaHoBku npenocrapieHus [1/[n B ciiyuae oOHapy:keHUs HAPYLLIEHUI
NOPSI/IKA UX NMPeA0CTABICHUS

Kontponp 3amutel uHpopmanuu B WCII[IH - KOMIIJIEKC OpraHU3alMOHHBIX H
TEXHUYECKUX MEPONPUATUH, KOTOpPbIE OPraHU3ylTCS M  OCYLIECTBIAIOTCA B  LEIAX
NPEAYNPEXKACHUST W IPECEUYECHHMS BO3MOXKHOCTH  IIOJIY4EHMS ITOCTOPOHHUMH  JIMLAMU
OXpaHsIEeMbIX CBEJICHU, BBISBICHUS U IPEJOTBPALICHUS YTEUKU WH(GOPMALUU MO TEXHUYECKUM
KaHaJIaM, UCKJIIOYEHMS WIM CYIIECTBEHHOI'O 3aTPyIHEHMsS HECAaHKIIMOHUPOBAHHOI'O JOCTyNa K
uH(pOpMaLIMY, XHUILIEHUS TEXHUYECKUX CPEJICTB W HOCHUTeNed MH(OpMaluu, MpeloTBpaLICHUS]
CIICLIMATIBHBIX  NPOTrPaMMHO-TEXHHUYECKUX  BO3JACHCTBUM,  BBI3BIBAIOIIMX  HAPYLIECHHUE
XapaKTEePUCTUK 0e301macHOCTH uHbopMauu W paboTocrnocoOHOCTH cucTeM
UHPOpPMATU3AIUH.

OCHOBHBIMHU 3aladaMi KOHTPOJIA ABJISIFOTCA:

— TpOBEpKa OpraHHW3alW{ BBIOJHEHHUS MEPOIpHITU 1o 3amuTe nHpopmammu B MAOY
«Cpennsissi  oOuieoOpas3oBarenbHass 1mkojga Ne 25», yder TpeOOBaHUN 1O 3alliuTe
uHpopManuu B pa3pabaTbIBa€MbIX IIJIAHOBBIX U PACHIOPSAAUTENBHBIX JOKYMEHTAX;

— BBISBIICHHE J€MaCKUPYIOUINX Npu3HakoB 00bekToB UCII/H;

— YTOYHEHHE 30H TepexBara oOpabarbiBaeMOW Ha OOBEKTax HWH(POPMAIMH, BO3MOKHBIX
KaHaJIOB YTeUKH MH(OpMALNK, HECAHKIIMOHUPOBAHHOTO JOCTYIa K HEH M MPOrpaMMHO-
TEXHUYECKHUX BO3ACHCTBUI HA HHPOPMAITHIO;

— IPOBEpKa BHINOJIHEHUS YCTAaHOBJICHHBIX HOPM U TpeOOBaHUH MO 3aluTe HHPOPMALUU OT
YTEUKM IO TEXHUYECKHMM KaHajlaM, OLEHKa JOCTaTOYHOCTH U 3(PPEKTUBHOCTH
MEPOIPUATHH 110 3a1uTe HHPOPMAIUY;

— mpoBepka BbIMonHeHUs TpeboBanuii mo 3amure VCII[IH OoT HecaHKIIMOHHMPOBAHHOIO
JOCTYyIa;
— TIpOBEpKa BBHINOJIHEHUs] TPeOOBAaHUM IO AHTUBHUPYCHOM 3alllUTe aBTOMAaTHU3UPOBAHHBIX

CHUCTECM U aBTOMATU3HPOBAHHBIX pa6oqnx MECT,

— IIPOBEpKa 3HAaHUH IIOJb30BaTEICH MO BOIIPpOCaM  3alIUTHI I/IH(I)OpMaI_II/II/I n Hux
COOTBCTCTBHUA Tpe60BaHI/IHM YPOBHA IMOATOTOBKU JJIsI KOHKPETHOT' O pa6oqer0 MCCTa,

— ONEpaTUBHOE MPHUHITHE MEp MO MPECEUYECHUI0 HapyIIeHUH TpeOOBaHUN (HOPM) 3alllUThI
uHpopmanuu B UCII/IH;

— pa3paboTKa NpeAsIoKEHHUI M0 yCTpaHeHHIO (0cIabiIeHnI0) AeMacCKUPYIOIIUX MPU3HAKOB
1 TEXHUYECKUX KaHAJIOB YTEUKH UH(QOPMAIIIH.

Kontponb 3ammrtel MHPOPMAIIUK MPOBOIUTCS C YYETOM pEajbHBIX YCIOBHI MO BCceM
bu3NYeCKUM TMOJIIM, MO KOTOPHIM BO3MOXKEH MepexBaT HHGOpMaluu, HUPKYIUPYIOIIEH B
WUCII[AH, u ocymecTBisercss MO OOBEKTOBOMY NPUHIMUIY, HpU KOTOPOM Ha O0OBEKTe
OJTHOBPEMEHHO TPOBEPSIOTCS BCE BOMPOCHI 3alIUThl MHPOpManuu. [lepeueHs KaHAIOB yTeukd
YCTaHaBJIMBAETCS B COOTBETCTBUU C MOJIENIBIO YTPO3.

B xozne KOHTPOJIA ITPOBCPAIOTCA:

- COOTBETCTBUC TNPHUHATBIX MCP IO obecreyeHnio 0e30MMacHOCTH MEPCOHAIBHBIX
JaHHBIX;

- CBOCBPEMEHHOCTh M TIOJIHOTA BBHITIOJIHEHMsI TpeOoBaHW Hacrtosmiero [lonoxxkenus u
JPYTUX PYKOBOIAIINX JOKYMEHTOB 110 3aILUTE NEPCOHAIBHBIX JAHHBIX;
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- 3¢(eKTUBHOCTh NPUMEHEHHUS] OPraHU3ALMOHHBIX U TEXHHUYECKUX MEPOINPHATUN T10
3amuTe nHpopmaIuu;

- YCTPAHCHUC PAHCC BbIAABJICHHBIX HCIOCTATKOB.

Kpome Toro, mpoBoasTcs HEOOXOIMMBIE U3MEPEHUS M PACUEThI, NPUITIAIICHHBIMHU JUIs
ITUX ILeJled cllenualucTaMy OpraHu3aluy, UMerlel coorBercTByrouiue auneHsuu ®CTOK
Poccun.

OCHOBHBIMU BHJAMH TEXHUYECKOTO KOHTPOJS SBISIIOTCS BU3YalbHO-ONTHYECKUI
KOHTpPOJIb, KOHTPOJIb 3()PEKTUBHOCTH 3alIUTHI HMH(GOPMALKMU OT YTEUKH IO TEXHUYECKUM
KaHajaM, KOHTPOJb HECAaHKIMOHHUPOBAHHOTO JOCTyna K HWH(pOpMaWK W TPOrpaMMHO-
TEXHUUYECKUX BO3ACUCTBUN HAa HHPOPMAIIHIO.

[Tonmy4yeHHble B X0/1€ BeICHHSI KOHTPOJISL PE3Y/IbTaThl 00padaThIBAIOTCA U aHATU3UPYIOTCS
B IENAX ONpENeNeHuss JOCTaTOYHOCTH U 3()(EKTUBHOCTU MPEANUCAHHBIX MEp 3alUThl
UH(OpPMALIUKU U BBISIBICHUS HapyiieHui. [Ipu oOHapykeHUN HapyIIeHUui HOpM U TpeOOBaHUH 110
3amMTe MHQOpPMALMU  aJIMUHHUCTPATop HHGPOPMALMOHHOM O0€30HacHOCTH  JOKJIA/bIBAET
PYKOBOJUTENO Ul HMPHUHATHS WMU DPELIEHUS O MpeKpalieHuu oOpaboTKu HHPOpMALUU U
IIPOBEJCHUS COOTBETCTBYIOIIMX OPraHU3alMOHHBIX M TEXHUYECKUX MEp II0 YCTPAaHEHUIO
HapymeHus. Pe3ynbTaTel KOHTPOJIS 3amuThl HMHQOpManuu O(GOpMISIOTCS akTamMu JHOO B
COOTBETCTBYIOIUX JKypHaJIaX y4eTa pe3yibTaTOB KOHTPOJIS.

Hesbimonnenne npeanucanHelx Meponpustuii 1o  3amure II/[H, cumraercs
HPEANOChUIKON K yTeuke MH(popmanun (nanee - npeanocsiika). [To kaxmol npeanocbuike s
BBISICHEHHSI OOCTOSATENBCTB W TIPUYMH HEBBINOJHEHHUS YCTAHOBJICHHBIX TpeOOBaHMU 110
yKa3aHUIO PYKOBOJUTENS WM OTBETCTBEHHOIO 3a 3alllUTy HHGOpMALMKU MPOBOIUTCS
paccienoBanue. s NpOBENEHUS PaCCICIOBaHUS HA3HAYAETCS KOMHUCCUSA C IPHUBJICYCHUEM
aJIMUHUCTpaTopa nHpopMaMoHHOI Oe3onacHocTu. Komuccus o0si3aHa yCTaHOBUTh, UMeENa JIU
MECTO yT€UYKa CBEJICHUMN, U 00CTOSATENHCTBA €1 COMYTCTBYIOIINE, YCTAHOBUTD JIUL], BUHOBHBIX B
HapyLEHUH MPEANHCaHHBIX MEPONPUATHI MO 3amuTe WH(GOpMAIMM, YCTAHOBUTH NMPHUYUHBI U
yCIIOBUSI, CIIOCOOCTBOBABIIINE HAPYIIEHUIO, U BbIPaOOTaTh PEKOMEHJALNU 10 UX YCTPaHEHHUIO.
ITocie okOHYaHMS pacCiIeNOBAHNS PYKOBOAUTEIb IPUHUMAET PELICHUE O HaKa3aHUU BUHOBHBIX
JIUI] U HEOOXOIMMBIX MEPONPUATHUSAX 110 YCTPAHEHUIO HEJTOCTATKOB.

Benenue KOHTpOJdsS 3amuThl MHGOPMAIUU  OCYIIECTBISIETCS TyTeM MPOBEACHUS
MEePUOIUYECKHUX, TUIAHOBBIX W BHE3AIHBIX IPOBEPOK OOBEKTOB 3amuThl. llepuogumyeckue,
TUTAHOBBIE M BHE3aITHbIE MPOBEPKH OOBEKTOB OPraHU3AIMH MPOBOJSATCS, KaK MPaBUIIO, CUIIAMH
aIMUHUCTpaTOpa UHPOPMAIIMOHHON OE30MaCHOCTH, B COOTBETCTBUU C YTBEPKICHHBIM TUIAHOM
WJIY 110 COTJIACOBAHUIO C PYKOBOJUTEIEM.

Opnolt U3 ¢GopM KOHTPOJS 3alUThl MHPOpPMAIMM SBIsETCS 00ciieoBaHHEe OOBEKTOB
WCII[An. OHO mnpoBOAMTCS HE pexe OJHOro pasa B roa paboueil rpymmoil B cocraBe
aJIMAHUCTPATOPa NH(POPMALIMOHHOHN 0€30IaCHOCTH, OTBETCTBEHHOIO 3a SKCIUTyaTalui0 O0BEKTA.
Jns ob6cnenoBanus UCIIH MoxeT nmpuBiekaTbesi opranuszanus, uMeromias gunensuto @CTIK
Poccun Ha AesTenbHOCTD M0 TEXHUYECKOH 3aluTe HH(OpMaLUu.

O6cnenoBanue NCII/IH mpoBOAUTCS € LIEIbIO OMPEAeTIEHUs] COOTBETCTBUS TOMEIIEHUH,
TEXHUYECKUX U MTPOTPAMMHBIX CPEJICTB TPEOOBAHUSM I10 3aIUTE HHPOPMAITUU, YCTAHOBJICHHBIM
B «ATTecTaTe COOTBETCTBUS» U(HIIN) TPEOOBAHUSAM MO O€30MaCHOCTH.

B xone oGcnenoBanust mpoBepseTcs:

- COOTBETCTBUE TEKYUIMX YCIOBUH (DYHKIIMOHHpPOBaHUA 0OcCieIyeMoro oObeKTa
NCITH ycnoBusM, CIOKABIIMMCS HA MOMEHT IPOBEPKH;

- coOMIO/IeHNE OPTaHU3AIMOHHO-TEXHUYECKUX TpPEOOBaHMI MOMEIIEHHH, B KOTOPBIX
pacnionaraerca UCII/IH;
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- COXpPaHHOCTh IeYareil, MmIoMO Ha TEeXHUYECKUX CpEACTBAX IMepenaud u oO0paboTKU
uHpOpManMy, a TaKXKe Ha YCTPOHCTBAX MX 3AIIUTHI, OTCYTCTBHE MOBPEKACHUH HKpaHOB
KOPITYCOB amnmaparypsl, 000J04YeK Kabenel 1 UX COeIMHEHHI C IUHAMU 3a3€MJICHUS;

- cooTBeTcTBUE BBINIONHAEMBIX Ha o0Obekte WCII[IH wMeponpustuii 1o 3ammTe
uH(OpPMAIIUU JTaHHBIM, U3JI0KCHHBIM B HACTOSIIIEM MOJIOKECHUU;

- BBIIIOJIHCHHUC Tpe6OBaHI/II71 10 3alIuTC I/IH(bOpMaLII/IOHHBIX CUCTEM oT
HCCAHKIIMOHUPOBAHHOI'O JOCTYIIA,

- BBINIOJIHEHUE TPEOOBAHUMN IO aHTUBUPYCHOM 3aIlUTE.

locynapcTBeHHBI KOHTPOJIb COCTOSHHUSI 3aIMTHl  MH(DOpPMAMKM  OCYIIECTBIISCTCS
®denepanbHON CITY)KOBI 10 TEXHHMYECKOMY M AKCIIOPTHOMY KOHTpOJto Poccuu n denepanbHOi
cyx00it 6ezonmacHocTd Poccun B paMkax WX MOJHOMOYHHA B COOTBETCTBUH C JCHCTBYIOUIUM
3aKkoHOJaTenbcTBOM  Poccuiickoit  @epepanuu.  JlocTyn  mpeacTtaBuTeNed  YKa3aHHBIX
(denepanbHBIX OPraHOB WCIOJHUTEIBHON BIIACTH Ha OOBEKTHI IS TMPOBEACHHS IMPOBEPKH, a
Takke K paboTaM U JOKyMEHTaM B 00beMe, HEOOXOAMMOM [UIsl OCYLIECTBICHUS KOHTPOJIS,
o0ecrieunBaeTCs B YCTAHOBJICHHOM TMOPSAKE MO MPEIbSBICHUU CIY>KEOHOTO YAOCTOBEPEHUS
COTPYJHUKA, a TAK)KE JOKYMEHTAa YCTAaHOBIIEHHOUW (POPMBI HAa MPABO MPOBEACHUS IPOBEPKH.

9. Ilopsaok oxpaHbI U JONMYCKA NOCTOPOHHUX Jul B nomemenuss UCII/In

B MAOY «Cpennsis obmieoOpa3zoBarenbHas mkojga Ne 25» 1momkHa  OBITh
npeaycMoTpena oxpana texuuaeckux cpenctB UCIIH (ycTpoiicTB n HocuTenel HHPOpMALUN),
pelycMaTpuBaroiasi KOHTPOJIb JOCTYIA B MOMEIICHUS TOCTOPOHHUX JIUI], HAIMYUE HAJIESKHBIX
NPENSTCTBUNA NI HECAHKIIMOHUPOBAHHOTO TPOHUKHOBEHUS B TOMEIICHUS W XPaHWIHILE
HOCHUTEJICH HH(POPMAIIHH.

B INOMCHICHHUAX OOJIXKHA OBITh YCTAHOBJICHA OXpaHHAs U MOXXapHas CUIrHaJIn3aius.

CepBepHoe u kommyTanoHHoe ob6opynoBanue WCII[IH AOKHO HAXOIUThCS MOJ
HAJeKHBIM 3aMKOM, B OTJEJIbHOM IOMELICHUHM WM 3aluparolieMcs MKady, KoY J0KEH
XpaHUTbCA y aAMUHUCTPATOPa HH(POPMALIMOHHON 0€301MacHOCTH.

BckpbiTie U 3aKkphITHE MOMEIIEHUH OCYIIECTBISETCS COTPYAHUKaMH, pabOTaOMUMU B
JaHHBIX MoMmenieHusax. CHHCOK COTPYIHMKOB, HMMEIOIIMX IPaBO BCKPbIBaTh (CAAaBaTh IMOJ
OXpaHy) M OIEeyaThlBaTh NMOMEILIEHUS YTBEPXKJIAETCS PYKOBOJAUTENIEM U Mepeaaércs Ha MOCT
OXpaHsl.

[Ipy 3akpbITUM MOMENIEHUH M Ca4€ll MX NOJ OXpaHy COTPYAHHUKH, OTBETCTBEHHBIE 3a
IIOMEIIEHUSI MPOBEPSAIOT 3aKPhITUE OKOH, BBIKIIOYAIOT OCBELEHHE, OBITOBbIE NPHOOPHI,
OPTTEXHUKY M IIPOBEPSAIOT MPOTUBOIIOKAPHOE COCTOSHUE MIOMEIIECHHUS, 4 TOKYMEHTBI M1 HOCUTEIN
UHpOpPMALUK Ha KOTOPBIX COJIEpXKaTcs MEepPCOHAIbHBIE JaHHbIe, YOUpAroTcs ISl XpaHEHUs B
3anyupaemMblil SIIUK CTOJA WU cerd.

IIpu oOHapyXeHMM MOBPEKICHUS 3aMKOB, JBEpEH WM HAIWYMsS JPYTUX HPU3HAKOB,
YKa3bIBaOIIKUX Ha BO3MOXKHOC IMPOHUKHOBCHUEC B MTOMCIHICHUEC ITOCTOPOHHUX JIUI], ITIOMCIICHUEC HE
BCKPBIBACTCS, @ COCTABIISIETCS aKT, B MPUCYTCTBUHU OXpaHHHKA. O MPOUCIIECTBUM HEMEAJICHHO
c000111aeTCsl pyKOBOJIUTENIO H(MUJIM) OTBETCTBEHHOMY 3a 3alllUTy HH()OPMALINH.

IIpu cpabGaTbiBaHMM OXpaHHON CHTHAJIM3AIMHM B CIYy>KEOHBIX MOMEILICHUSAX B Hepabouee
BpEMA OXpaHHHK coo6n1aeT 0 CIy4YuBHIEMCA OTBETCTBCHHOMY 3a IIOMCIICHHUE, WU
OTBETCTBEHHOMY 3a 3allUTy HH(OpMAIMM, WIX PYKOBOJUTENIO, WM aAMHHUCTPATOPY
MH(OPMaLlMOHHON OE30MaCHOCTH.

10. 3aka0o4YnuTeIbHbIC MOJ0KEHNS
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TpeboBanust Hactosimiero llomoskeHust 00s3aTenbHBI  AJIE  BCEX COTPYIHUKOB,
00pabaThIBarONUX MEPCOHATBHBIC TAHHBIE.

Hapymenue tpe6oBanuii Hacrosmero Ilonoxenus Bieuer 3a co00H NUCHUIIMHAPHYIO,
IpaXkJJaHCKO-IIPAaBOBYIO, aAMUHUCTPATUBHYIO WJIK YTOJOBHYIO OTBETCTBEHHOCTb B COOTBETCTBUU
¢ 3aK0oHOJaTenbCTBOM Poccuiickor Penepanuu.
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